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Robo-Ships 26
n The Navy plans to 
integrate medium- and 
large-sized unmanned sur-
face vessels into its fleet to 
bolster the force and keep 
sailors out of harm’s way. 
The service is reaching out 
to industry as it pursues 
new systems.

Special Ops 
Technology 28
n Special Operations Command is on the 
prowl for new capabilities for its warfight-
ers as it engages in great power competi-
tion and the ongoing fight against violent 
extremist groups. A variety of high-tech 
equipment is on the wish list.
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Flying Cars 32
n The Air Force’s Agility Prime program seeks to 
acquire new vertical take-off and landing aircraft, 
or “flying cars,” while boosting a new commercial 
industry that could help commuters travel faster. 
The service plans to host first full-scale flights by 
the end of this year, and have new platforms in its 
inventory in 2023. Cover: iStock illustration
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n Imagination and innovation: together they can deliver enor-
mous advantage to America and its partners and allies. 

With the 75th anniversary of VJ Day fast approaching, 
Doolittle’s Raiders provide a terrific example of U.S. warfight-
ers imagining creative ways of employing weapons systems to 
simultaneously deliver tactical, operational and strategic effects.   

After the shock of Pearl Harbor, the United States entered 
World War II with a focus on North Africa and Europe. But 
what Americans really wanted was to avenge the attack on our 
primary base in the Pacific. 

By January 1942, war planners were asking, “what if we used 
Army Air Corps bombers, launched off Navy carriers, to strike 
industrial and military targets on the Japanese mainland?” 

Chief of the Army Air Forces Gen. Hap Arnold tapped Lt. 
Col. Jimmy Doolittle to lead the team to develop the tactics, 
techniques and procedures to pull off the daring raid. The B-25B, 
the medium-range bomber selected for the mission, had a nor-
mal take-off run of 1,400 feet. On the Navy’s new aircraft car-
rier, Hornet, Doolittle’s Raiders would have less than 500 feet. 

Modifications to the B-25B included adding collapsible fuel 
tanks to one of the bomb bays and, in what might be the first 
example of “in-flight refueling,” using five-gallon containers to 
add fuel to the tanks during the mission. To lower weight, Doo-
little’s team removed machine guns, the radio and the Norden 
bombsight. Surprise would have to provide protection, com-
munication silence was mission-critical, and if the Japanese did 
shoot down a bomber, U.S. leaders did not want them reverse 

engineering the Norden.
The Raiders also 

installed new propeller 
blades, spark plugs and car-
buretors to ensure maxi-
mum fuel efficiency for the 
one-way flight. The Raiders 
knew they could not land 
a B-25B on a carrier deck 
and they knew the carri-

ers would need to exit the area quickly after aircraft launch to 
avoid attack from ground- and sea-based Japanese fighters.

Mission planning and execution were characterized by 
exceptional coordination between the Army Air Corps and the 
Navy. A Navy lieutenant designed and led carrier take-off prac-
tice at Eglin Air Corps Proving Ground in Florida, and Adm. 
William Halsey, then commander of the South Pacific Area, led 
the task force overseeing the joint mission. 

Doolittle and his hand-picked crew of 80 airmen — 16 five-
man crews — drilled in procedures and carefully inspected and 
maintained their aircraft to ensure the highest probability of 
success. 

The raid came as an almost total surprise. Japanese picket 
ships identified the task force and radioed headquarters, but 
Japanese officers did not expect an attack as the ships were 
more than 600 miles from Japan. The military leaders thought 
U.S. carriers would have to get within 200 miles, as they had 

during February raids across the Pacific. The Japanese never 
considered the possibility the United States could or would 
launch medium-range Army bombers from Navy carriers.  

Warfighter imagination coupled with industrial innovation 
allowed Doolittle’s Raiders to achieve tactical and operational 
surprise and impact, while achieving a strategic goal of psycho-
logically damaging a Japanese population whose emperor had 
assured them they were safe.  

This combination of imagination and innovation occurs 
repeatedly, delivering advantage to America and its allies. 
What if we put precision navigation and timing capabilities on 
satellites? What if we hung direct-fire weapons on a surveil-
lance platform? What if we deployed a 3D printing studio in a 
mobile containerized shelter so when key parts break, Marines 
could immediately fabricate replacements? 

Technology alone often fails to provide the best solutions and 
capabilities. The best technology offers potential its developers 
never anticipated, which warfighters unlock as they “improvise, 
adapt and overcome.”

As the nation develops strategies for emerging from the 
COVID-19 pandemic, I’m confident our men and women in 
uniform will find innovative ways to use their technology and 
equipment to help in unexpected ways. The National Guard, in 
particular, will leverage their training and their access to exist-
ing and emerging systems and capabilities to help their states 
mitigate the risks and impact of the virus.

But while we are finding new ways to leverage our defense 
industry’s innovation to battle the pathogen, we need to con-
tinue to explore ways to use innovation advantage to deter 
adversaries, to include positioning forces to prevail in the gray 
zones of space and cyberspace. Potential adversaries know how 
hard it is to compete with America and allies conventionally, 
so they’ve moved to engage us using actions short of war in 
non-traditional warfighting domains. Our men and women in 
uniform will need to demonstrate the ingenuity and imagina-
tion of their predecessors to ensure the capabilities provided by 
the defense industrial base allow them to maintain freedom of 
movement and freedom of maneuver in these critical domains. 
I’m confident they will succeed.

One of the biggest national security advantages is American 
warfighter imagination paired with U.S. industrial innovation. 
Our warriors maximize new technology through imagina-
tive application of new capabilities. This collaboration, during 
development and after delivery, impacts operations at the 
tactical, operational and strategic level in ways adversaries do 
not, and cannot, expect. As we progress through an era of peer 
competition, we should look to the past for inspiration and 
examples of this type of collaboration and amplification. 

Only by fully leveraging service members’ intellectual fire-
power with emerging technology will the U.S. maintain com-
petitive advantage across the spectrum of conflict. ND

Retired Air Force Gen. Hawk Carlisle is president and CEO of the 

National Defense Industrial Association.

Warfighter Ingenuity Gives U.S. Forces the Edge

“I’m confident our 
men and women in 
uniform will find 
innovative ways to 
use their technology ...”

Perspective     BY HAWK CARLISLE
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n Last year, the National Defense Industrial Association 
celebrated its 100th anniversary with a series of events cul-
minating in a gala dinner in October where National Defense 
distributed its centennial issue.

For the magazine, that issue was a bit premature as Ord-
nance Magazine — as it was called in its first decades — 
debuted in July 1920. As of this month, National Defense is 
100 years old. 

Putting together the content for the centennial issue was 
one of the great pleasures of my career. I spent hours going 
through the back issues reading articles written by my pre-
decessors — especially the 50th anniversary issue — to glean 
clues on what it was like serving as the editor in chief of this 
magazine in the past.

So maybe some day, for NDIA’s sesquicentennial, or dare 
we dream, its bicentennial, some version of myself will dig up 
this issue to see what the defense world was like in the sum-
mer of 2020.

Let me tell you future self: it sucks. 
As I write this — in my basement — not in my office — we 

are experiencing what will inevitably be a major chapter in 
U.S. history: “the Great Pandemic of 2020.” Or maybe it will 

be called the “COVID-19 Pandemic.” I prefer the “Wuhan 
Virus.” 

The NDIA office is closed. Only a few of us have special 
permission to go in. I do so for a week once a month to put 
the magazine together in its final stages before it goes to print.

The streets as I drive in to work, normally jam packed with 
commuters, are empty. I see four or five coworkers when I go 
in at most. With one exception, I haven’t seen my staff in two 
months. 

The normally bustling Courthouse neighborhood in Arling-
ton, Virginia, where the office is located is a ghost town. Most 
of the restaurant workers who serve us during lunch have lost 
their jobs. 

As did everyone at the plant where the magazine was 
printed for 100 years. NDIA and National Defense underwent 

several name changes in its first century — as did the printer 
on Byrdhill Road in Richmond, Virginia. Its latest corporate 
owner shut its doors due to the COVID-19 pandemic and the 
souring economy.

Surely NDIA had no longer business relationship than the 
one with the magazine’s printer. The June 2020 issue was the 
final one printed there, falling just short of the anniversary. 
Some 184 workers lost their jobs there.

Like many professionals whose offices are shuttered and are 
working from home, I’m pulling double duty “teaching” my 
children in the mornings. I put “teaching” in quotes because I 
wouldn’t call what I do the equivalent of professional educa-
tors. I try to keep their brains active for a few hours a day 
before succumbing to their wishes to watch Pokémon car-
toons.

I haven’t had a haircut in two months and I stopped trim-
ming my beard. If this continues, I may end up being mis-
taken as the editor of High Times. 

A year ago, I wrote what was so far my most popular 
column. It was titled, “Why I Didn’t Stop by Your Confer-
ence Booth,” and it was basically an 880-word rant about 
the demands on time we reporters undergo when covering 
defense industry trade shows.

A year later, what I would give to have those kinds of prob-
lems. These confabs are where reporters dig up a lot of good 
information for our readers.

It was March, Friday the 13th — surely an unlucky day 
when it comes to trade shows — when the conference busi-
ness collapsed. At the time, one of the Army’s big shows had 
already been canceled. Throughout the day, we heard rumors: 
“NASA was pulling out of the Space Symposium.”

Then the Space Foundation a few hours later formally 
pulled the plug on the world’s biggest space conference. 
As the afternoon wore on, more came: The Navy League’s 
annual Sea-Air-Space conference; Quad-A’s Army Aviation 
2020 Summit; the Association for Unmanned Vehicle Systems 
International’s Exponential show.

Organizers of the Eurosatory conference in Paris and Farn-
borough Air Show in the U.K. would eventually make the call 
to postpone or cancel. 

NDIA was among those who waited to make the tough 
choice on its biggest show of the year: the Special Operations 
Forces Industry Conference held each year in Tampa, Florida. 
Leadership did eventually cancel the show. 

However, there was one bright spot in all of this: NDIA 
organized a Virtual SOFIC and put on a productive and con-
tent-rich substitute via the internet for its members. By any 
measure, it was a huge success. For a registration fee that was 
less than an airfare to Tampa, participants received detailed 
briefings about Special Operations Command’s acquisition 
priorities. Nearly 5,000 participants signed up.

Still, as most speakers mentioned, we look forward to the 
day when we can meet face to face and put all this behind us. 
ND

A Somber 100th Anniversary for the Magazine

Editor’s Notes     BY STEW MAGNUSON

“The streets as I drive in to work, normally 
jam packed with commuters, are empty.”
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FURTHER READING
“Modernizing Unmanned 
Aerial Vehicle Export Policy 
for Effective Coalition Forces,” 
By Heather R. Penney, 
The Mitchell Institute for 
Aerospace Studies

n If it weren’t for the Missile Tech-
nology Control Regime, a 1987 
international agreement the United 
States adheres to, the nation’s 
unmanned aerial 
vehicle manufac-
turers could be 
doing a lot more 
business overseas, 
this 31-page Mitch-
ell Institute policy 
paper points out.

Senior Resident Fellow Heather 
R. Penney says the categorization of 
drones that can fly long ranges as a 
de facto cruise missile is just plain 
wrong: they are aircraft, not rockets, 
she argues.

Meanwhile, China, which has not 
signed the agreement, continues to 
sell long-range robotic aircraft to 
U.S. partners and allies.

That is not only a loss of business, 
it fractures important partnerships, 
blunts warfighting capability and 
capacity and raises operations secu-
rity risks, she writes.

Iraq, Saudi Arabia and the United 
Arab Emirates are among the 
partners procuring long-endurance 
Chinese-made drones.

The policy paper includes a case 
study that showed how Jordan was 
forced to look to China for its long-
endurance UAV needs after years of 
asking the United States to provide 
them.

“The decades-long lifecycles of 
these UAVs mean that the Chinese 
market ‘entry” could turn into a 
strategic advantage for China, espe-
cially when integrating indigenous 
industry,” Penney writes.

Among the report’s recommen-
dations is that Congress include 
language in the next National De-
fense Authorization Act to define 
UAVs as aircraft, not missiles. 

“U.S. export policy governing 
UAVs is stuck in a Cold War mind-
set and an anti-proliferation frame-
work,” the policy paper says. ND

UP FRONT COMPILED BY STEW MAGNUSON

Directed Energy Programs Scaled Back  
n Due to budgetary concerns, the Pentagon had to cut back on some of 
its efforts to integrate directed energy into different platforms, said Un-
dersecretary of Defense for Research and Engineering Michael Griffin. 

“There is always a totem pole of priorities and always a set of urgent needs that 
tend to drown out some of the longer term needs, but we’re certainly not giving up on 
directed energy,” Griffin told the Washington Space Business Roundtable. “We have, for 
budgetary reasons, had to cut back on some of our laser scaling efforts.” 

Moving forward, the office should focus on operational studies that examine the best 
circumstances in which to use directed energy weapons, Griffin added. 

“Where is it better than a kinetic weapon and where is it not?” he said. “The opera-
tional assessments just have not received as much attention as they should.” 

SOCOM Jonesing for Other Transaction Agreements
n Special Operations Command is embracing other transaction authority agreements 
as it pursues a slew of new technologies for its warfighters.

“We find those … done right to be a much more flexible and agile way of working 
with especially our non-traditional commercial partners,” SOCOM Acquisition Execu-
tive James Smith said at NDIA’s vSOFIC conference. 

Three years ago, the command did not leverage any OTAs, he noted. Two years ago, 
that number increased to about half a dozen.

“A year ago we did 15, and we’re on step this year to do more that,” Smith said. “OTs 
are not the solution for everything by any stretch. You gotta be careful about when you 
apply that tool. But we’re using those with greater agility,” he added.

Read more about SOCOM’s acquisitions on page 28.

Navy Prepares for Second Wave of Virus
n Epidemiologists are warning that the world could see a second wave 
of the COVID-19 virus in the fall. The Navy is already preparing for 
such a scenario.

The service wants to increase resiliency in its acquisition and ship-
building processes so it can be ready for potential disruptions, said James Geurts, the 
service’s assistant secretary for research, development and acquisition.

“We’re really aiming to reset our ability to operate differently than reset to where we 
were” before COVID-19, he said recently. “If we go back to where we were with a very 
brittle infrastructure, then I think we will fail.”

Navy shipyards have been adjusting how they operate in the face of the coronavirus, 
he noted. There is more mobilization of medical care, including employing new tech-
nologies to ensure workers coming into facilities are not ill, and increasing testing.

The service is also working to award contracts earlier so there is a greater ability to 
absorb delays. 

The groundwork the service is doing now will make it more resilient “whether 
there’s another COVID wave or some other disruption,” Geurts said.

For more on COVID-19 and its impact on the defense industrial base, see page 20.

Air Force-Industry Engagement Changed ‘Forever’ 
n The Air Force was forced to move conferences online over the past few months due 
to the ongoing COVID-19 pandemic, and the service’s top acquisition official wants to 
keep it that way.

 “This is going to be the way that we engage now,” said Will Roper, the Air Force’s 
assistant secretary for acquisition, technology and logistics. “We will still do conferences 
in physical locations, but we will never do them the way we did in the past.”

The service will continue to have “virtual overlay,” where participants can join with-
out having to travel, he told reporters recently. It will also continue to use social media 
to engage and have queries and polls online.

— Reporting by National Defense staff 
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Hello, Goodbye

n Say hello to STRIKEWERX, the lat-
est military innovation hub to take on the 
“WERX” suffix. Air Force Global Strike 
Command formally opened the office during 
a virtual ribbon-cutting event at the Cyber 
Innovation Center in Bossier City, Louisiana. 
Russ Mathers is the office’s first director.

The facility will enable startup companies, 
academia and Air Force leaders to address 
the service branch’s various gaps, concerns 
and requirements. As is the case with 
SOFWERX and AFWERX, its “storefront” 
is located outside the command’s gates to 
provide easy access to potential partners. 

Rear Adm. Lorin C. Selby was sworn in 
as the new chief of naval research. Selby will 
oversee the roughly $2 billion budget for 
naval science and technology programs.

Selby succeeds Rear Adm. David J. Hahn, 
who is retiring.

In other Navy moves, Rear Adm. Thomas 
J. Anderson is the new program executive 
officer for ships. And Rear Adm. Peter A. 
Garvin takes over as commander of Naval 
Education and Training Command, Pen-
sacola, Florida.  

The Center for Strategic and Budgetary 
Assessments appointed Dr. Chris Bassler as a 
senior fellow. Bassler previously served as the 
chief strategy officer for the F-35 Lightning 
II joint program office as well as in numerous 
senior positions in the Navy.

Ball Aerospace has selected Deirdre M. 
Walsh, former chief operating officer of the 
Office of the Director of 
National Intelligence, to 
serve as its vice president 
of Washington opera-
tions.

Sarcos Robotics has 
spun out its defense-
focused business into a 
wholly owned subsidiary.

Retired Marine Corps Lt. Col. Tom Jack-
son was named the executive vice president 
and general manager of the newly named 
Sarcos Defense, headquartered in Salt Lake 
City.

Exostar has reached agreement to be 
acquired by the private equity firm, Thoma 
Bravo. The Herndon, Virginia-based compa-
ny — known for network security and secure 
collaboration — was co-owned by BAE Sys-
tems, Boeing, Lockheed Martin, Raytheon, 
Rolls-Royce and Merck.

Those companies “will remain actively 
engaged as valued customers and trusted 
advisors,” a press release said. ND

BEST OF THE WEB

Air Force Fleshes Out 
AFVentures Initiative
n The Air Force is moving forward with an initiative to bring innovative 
technologies into the service, according to a top acquisition official. 

“AFVentures is our process to work with companies that — at least 
for now — are mainly targeting commercial success,” Will Roper, the Air 
Force’s assistant secretary for acquisition, technology and logistics, said 
during a Decode webinar. “It’s not perfect, but I think we’ve come a long 
way.”

Roper first announced the creation of AFVentures in February. The ef-
fort is a collaboration between the Air Force Small Businesses Innovation 
Research/Small Business Technology Transfer Program and AFWERX to 
invest in small businesses that may have technology useful to the military, 
according to a news release. Some of the money is coming from private 
investors. 

The service is giving out awards through different levels of “bets,” he 
noted, with “small bets” totaling between $50,000 to $75,000 and “me-
dium bets” totaling between $1 million to $3 million, Roper said. 

“The process as it exists today, does about 1,000 very small entry level 
awards to get companies in,” he said. “The second step is where we move 
up to medium-sized bets.”

Companies chosen for the small awards don’t have to have a concrete 
idea of how their products can be used by the military, he noted. 

“You don’t have to understand the mission you’re targeting, but if you 
have a really interesting technology, you’re pretty sure there’s a match 
with the military, [it’s] meant to get you in and find your potential cus-
tomer,” he said. 

Products chosen for the “medium-sized bets” allow the company to 
develop a prototype of the technology and pitch it, he noted. 

“If they select you for one of those medium bets, well, that’s a pretty 
good indication of a product market set,” he said. “The fact that we select-
ed you means you have a better chance of getting access to that broader 
market we represent.” 

The service is also investing in a handful of “big bets” from $5 million 
to $50 million, he said.  — Posted by Connie Lee on June 4. Read the full story at 
https://bit.ly/37dMMb8

Read NationalDefenseMagazine.Org for daily news updates.

By the Numbers
F-35 Procurement Funding
FIGURES IN BILLIONS OF THEN-YEAR DOLLARS

SOURCE: PROGRAM ACQUISITION COSTS BY WEAPON SYSTEMS, OFFICE OF THE UNDERSECRETARY 
OF DEFENSE (COMPTROLLER)/CHIEF FINANCIAL OFFICER, FEBURARY 2020.
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   Funding    Qty      Funding     Qty     Funding    Qty

Dept. of Navy       5.05      37       4.64      36            3.92      31

Air Force       5.27      56           6.06      62             5.18     48

TOTAL                                10.32       93      10.70      98             9.10      79

FY2019 FY2020 FY2021
(REQUEST)

FIGURES IN BILLIONS OF THEN-YEAR
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n The Army is beefing up its electronic warfare and offensive 
cyber capabilities with a new family of technology.

The service recently awarded Lockheed Martin a $75 mil-
lion contract for phase two of the Multi-Function Electronic 
Warfare-Air Large, or MFEW-AL, program, which will give the 
service enhanced digital firepower through the use of a pod-
ded system on an unmanned platform. 

 “This is very critical because this capability will enable all 
the [brigade combat teams] and division commanders the abil-
ity to see deep in the battlespace” and engage targets, said Col. 
Kevin Finch, program manager for electronic warfare cyber at 
the Army’s program executive office for intelligence, electronic 
warfare and sensors.

The pod — which can fit on an MQ-1C Gray Eagle  
drone — had successful flight demonstrations at Yuma Prov-
ing Ground, Arizona, he noted during the Association of Old 
Crows’ Electromagnetic Spectrum Summit in May. The event 
was held virtually because of the ongoing COVID-19 crisis. 

“We’re very excited about this capability and what it brings 
to the force,” Finch said. 

The phase two contract — which will include four 
engineering and manufacturing development pods — 
was awarded in late January but was only announced 
by the Consortium Management Group/Consortium 
for Command, Control and Communications in 
Cyberspace, on behalf of the Army, in April. 

John Wojnar, director of cyber and electronic war-
fare convergence strategy at Lockheed Martin, said the 
300-pound pod was built utilizing the Army’s open 
architecture set of standards known as the C4ISR/EW 
Modular Open Suite of Standards, or CMOSS.

“The customer really wanted to be able to plug-and-play 
various [radio frequency] antennas and other capabilities,” he 
said in an interview. “Whether it’s antennas, whether it’s serv-
ers, whether it’s discrete circuit cards, the intent was, ‘Let’s 
follow some well-defined standards to be able to make sure we 
don’t find ourselves dealing with a very expensive end-of-life 
buy because of items becoming obsolete too quickly.’”

The pod is based on an internal research-and-development 
cyber and electronic warfare platform Lockheed Martin  
created known as Silent Crow, which also attaches to a  
Group 4 unmanned aerial system, Wojnar said. Group 4 sys-
tems are larger platforms that weigh more than 1,320 pounds.

Silent Crow was tested in Lakehurst, New Jersey, in July 
and August of last year and conducted a variety of functions 
including electronic support, sensing and electronic attack/jam-
ming, he said. It was also tested during the Army’s Cyber Blitz 
2019 exercise at Joint Base McGuire-Dix-Lakehurst, New 
Jersey.

The work done on Silent Crow was leveraged for the 
MFEW-AL prototype, Wojnar said. Common items between 
the systems include the antenna suite, chassis and electronics 
box which features a number of different circuit cards.

 Phase two of the program will last 30 months. The next 

near-term milestone is the system requirements review, Wojnar 
said.

Initial testing on a pod is anticipated sometime next sum-
mer, he said.

The MFEW-AL pod is part of a larger set of tools the Army 
is pursuing, he said.

The vision is “to have a family of systems that would be out 
there in the air to provide a variety of cyber/EW capabilities 
for the warfighters on the ground,” he said. This will include 
other pods that can be flown on smaller drones under a pro-
gram known as the Multi-Function Electronic Warfare-Air 
Small.

Lockheed Martin responded to a request for information 
from the Army regarding the Air Small program last fall, 
Wojnar noted.

“We’re looking forward to playing in some capacity and 
would love to be able to share our lessons learned tied to the 
Air Large program to make sure that the Air Small program 
benefits from what we’ve done, both from a research-and-

development and product standpoint as well as field 
testing standpoint,” he said.

It would not be difficult for Lockheed Martin to put 
the MFEW-AL pod on a drone that is smaller than a 
Group 4 platform, Wojnar noted.

“Placing it on another manned or unmanned platform 
is fairly straightforward from an interface perspective,” 
he said. “What we need to take a look at would be 
flight characteristics of the platform and then being 
able to carry … a 300-pound pod.”

The platform is modular enough that it could be 
scaled up or down depending on mission requirements, he 
added.

The company is taking advantage of additive manufacturing 
techniques that could help it reduce the volume of the sys-
tem’s antennas by up to 75 percent, Wojnar said.

Both the MFEW Air Large and Small programs will be 
complemented by ground-based systems that will provide 
persistent electronic warfare and cyber effects under a program 
known as the terrestrial layer system, or TLS, Wojnar said. 

The Army recently awarded other transaction authority 
agreements to two vendors — Lockheed Martin and Digital 
Receiver Technology — for prototyping, integration and opera-
tional assessments for the effort. Lockheed was awarded $6 
million and Digital Receiver Technology was awarded $7.6 
million, according to the Consortium Management Group.

The Army is excited about the capability the TLS platform 
will give it, Finch said.

“It’s the first platform in the Army which integrates SIG-
NET, EW and offensive cyber on the same platform,” he said. 
It will “provide the BCT commander the ability to impact 
their battlespace.”

The service is on track to have the terrestrial layer system 
program fielded by the fourth quarter of fiscal year 2022, 
Finch added. ND

Army Bolstering Electronic Warfare Arsenal

Algorithmic Warfare     BY YASMIN TADJDEH
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n Recently, the Defense Department sent Congress legislative 
proposals for the fiscal year 2021 National Defense Authoriza-
tion Act. Like much in this pandemic year, these came late in 
the cycle but could affect some foundational aspects on how 
industry partners with the department to deliver capabilities 
and services to warfighters.  

Beneficial proposals include amending the Defense Produc-
tion Act to address critical shortfalls; security vetting for risks 
associated with allegiance, foreign influence and foreign prefer-
ence; and several addressing modernization.

The nation’s reliance on items from peer competitors contin-
ues to impact critical programs raising concerns of a sudden loss 
of supply. The department’s proposal postures the DPA Title 
III program to mitigate shortfalls in the supply chains for rare 
earths; critical chemicals for missiles and munitions; hypersonic 
and strategic systems; and radiation-hardened electronics. This 
would remove spending limits based on anticipated funding 
needs to sustain long-term investments.

Regarding vetting, proposed legislation would clarify popula-
tions for which the department has authority to use the central-
ized screening process established under U.S. code while not 
increasing or decreasing those affected. This would provide the 
authority to screen lawfully obtained personally identifiable 
information of all individuals participating in Defense Depart-
ment-funded research to determine whether they pose a threat 
to critical technologies relevant to national security. 

This would be accomplished by screening for undue for-
eign influence, participation in foreign talent programs such as 
China’s Thousand Talents Program, and other personnel security 
concerns. While the department lacks authority to screen non-
defense affiliated individuals participating in Pentagon-funded 
research, this proposal provides an approach to decrease risk.

There are, however, significant areas of concern. Key among 
them is to change the classification of the future years defense 
program. The department proposes to no longer produce an 
unclassified budget projection. While the National Defense 
Industrial Association shares leadership’s concern about protect-
ing information critical to national security, it does not believe 
unclassified resourcing projections — provided since 1989 — 
put the nation at risk. 

The future years defense program provides for critical pub-
lic and congressional oversight and investment signaling to the 
defense industrial base. If the unclassified budget projection war-
rants the classification of certain data, it should be by exception. 

Besides the stated security fears, the department expressed 
concern for sharing too much information with industry. This 
unfounded worry is a serious step back from the transparency 
and collaborative efforts the Pentagon has championed. 

Most troubling, classifying the program will disproportionate-
ly hurt small businesses and hinder current and future competi-
tion. Small businesses, nontraditionals and new entrants have 
limited investment dollars and limited insights into classified 
programs. They need access to dependable information to shape 
their research-and-development decisions. Issuing only a classi-

fied future years defense program places these companies at a 
distinct disadvantage. 

Also troubling is a proposal affecting the “Disclosure of Cer-
tain Sensitive Information to DoD Contractors.” It would take 
the litigation exception model from 10 U.S. Code 129 allowing 
sensitive information to be turned over for the express purpose 
of litigation and expand it outside this context. 

In the current framework, non-disclosure agreements are 
between the government and the litigation support contrac-
tors. The proposal would allow disclosure to a broad category 
of information to support contractors who would be signing 
non-disclosure agreements with the government and not the 
primary contractor. From an industry perspective, this gives the 
contractor zero visibility of whom outside the government has 
access to the information.  

Moreover, it may cause companies to face ramifications for 
unknown disclosures while there is no incentive for the govern-
ment to track non-disclosure agreements or breaches of them. 
An agreement between the government and a covered support 
contractor does not provide the owner of the “sensitive informa-
tion” with adequate ability to enforce the owner’s rights in a 
timely and direct manner against a covered support contractor 
misusing the information. This makes holding the breaching 
party accountable extremely difficult.

Lastly, the Pentagon proffered a proposal regarding per-
formance-based payments that would reverse congressional 

reforms by recoupling their total costs incurred. Congress 
explicitly decoupled performance-based payments from 
incurred costs by amending the contract financing statute 
to read “[p]erformance-based payments shall not be condi-
tioned upon costs incurred in contract performance but on the 
achievement of performance outcomes.” This proposal would 
ignore policy guidance from Congress to focus on performance 
outcomes rather than costs. 

The Federal Acquisition Regulation clause on the payments 
does not include a limitation to total cost incurred and no other 
agency routinely limits performance-based payments to total 
costs incurred. 

The department would better advance the interests of both 
the warfighters and taxpayers by negotiating meaningful per-
formance milestones and ensuring contractors meet those mile-
stones prior to receiving payments. 

With attention back on legislating and eventually passing an 
NDAA, the association looks forward to Congress incorporating 
the best of these proposals and giving the department and the 
services the policy guidance and resources they need to carry 
out the National Defense Strategy. ND

Jonathan Kupperman is a legislative policy associate at NDIA.

NDAA Proposals Mix Good with the Not So Good

“The department proposes to no longer 
produce an unclassified budget projection.”

Policy Points     BY JONATHAN KUPPERMAN
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n Market opportunities for the Army’s helicopter fleet will 
average about $10 billion per year over the next decade as the 
service modernizes its rotary-wing assets, according to analysts.

The current inventory includes UH-60 Black Hawk utility 
helicopters, AH-46 Apache attack helicopters, CH-47 Chinook 
heavy-lift helicopters and UH-72 Lakota light utility helicop-
ters. All but the Lakota are still in production today.

Meanwhile, future vertical lift is one of the Army’s top three 
modernization priorities, and it is pursuing two new aircraft: 
an armed scout platform known as the future attack recon-
naissance aircraft, or FARA, and the future long-range assault 
aircraft, or FLRAA.

“The Army’s effort to develop and field the next generation 
of vertical lift aircraft … will have significant implications for 
the industrial base,” defense analysts Andrew Hunter and Rhys 
McCormick wrote in a recent report for the Center for Strate-
gic and International Studies.

“Projections show that although there will be a drop-off in 
the procurement of legacy aircraft in the mid-2020s as FARA 
and FLRAA full-rate production starts to ramp up, there is still 
a roughly $8 billion to $10 billion annual addressable Army 
vertical lift market over the next decade,” they said in the 
report titled, “Assessing the Industrial Base Implications of the 
Army’s Future Vertical Lift Plans.”

FLRAA has an estimated program value of $40 billion, 
while FARA could be worth about $20 billion.

In March, the Army announced it had selected Bell and a 
Sikorsky-Boeing team for the FLRAA competitive demon-
stration and risk reduction effort. The winner of that phase is 
expected to be selected in fiscal year 2022.

The service also picked Bell and Sikorsky to continue on in 
the competition for the future attack reconnaissance aircraft. A 
“flyoff” for the FARA competition is scheduled for fiscal year 
2023, with a production decision expected in fiscal year 2024.

Both the FARA and FLRAA platforms are slated to enter 
production later this decade.

Meanwhile, operation and sustainment costs will remain the 
largest source of Army vertical lift spending over the next 10 
years, according to the CSIS report.

“There’s going to be opportunity [for industry] in kind of 
the aftermarket side because even as you start to produce the 
new aircraft, there will still be the enduring platforms that 
are out” operating as next-generation helicopters come online, 
said Patrick Mason, head of Army program executive office 
aviation.

“We will still need spares and certain things done within the 
aftermarket side as this transition would occur,” he added dur-
ing a recent press briefing. “That drives so much of the supply 
chain.”

Some observers have questioned whether the Army will 
have enough money to buy high-ticket FARA and FLRAA 
platforms at the same time given future budget projections. 
There is also the risk that the programs might go off the rails.

 “FVL isn’t the only game in town, but it is by far the big-
gest,” Loren Thompson, a defense industry consultant and 
chief operating officer of the Lexington Institute think tank, 
wrote in a recent op-ed for Forbes. “If production of legacy ro-
torcraft ceases to make room for new ones and then FVL fails 
to deliver, industry might not have enough cash flow to sustain 
essential skills and suppliers.”

Hunter said problems with the future vertical lift initiatives 
would upend the CSIS market projections.

“If you were to take one of those programs out of the equa-
tion, that changes the addressable market in two significant 
ways,” he said. “One is, it shrinks it obviously by pulling out … 
multiple billion dollars of investment throughout the 10-year 
window that we looked at. The other effect that it has is it re-
duces the competitive opportunity for industry. Right now, you 
know you’ve got multiple companies gunning for two aircraft. 
And even if you went down to one [program] and you were 
still competing, that’s much less opportunity for industry to 
win in that scenario.” ND
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Army Helo Market Pegged at $10 Billion

BUDGET MATTERS
BY JON HARPER
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n Federal government spending on other transaction 
authority agreements has soared in recent years, a 
trend which could be accelerated by the response to 
COVID-19, experts say.

OTAs allow agencies to enter into prototyping and 
follow-on production contracts quickly while bypass-
ing bureaucratic red tape. They have become increas-
ingly popular at the Pentagon as the military seeks to 
work with more non-traditional suppliers and acquire 
new capabilities faster.

This type of spending increased from about $1 
billion in fiscal year 2015 to $7.8 billion in 2019, ac-
cording to Bloomberg Government data.

“Agencies, especially the Defense Department, 
are using OTAs for a wide range of R&D activities 
from developing weaponry and defense hardware to 
artificial intelligence. And now they’re using OTAs to 
develop vaccines and treatments to COVID-19,” fed-
eral market analyst Chris Cornillie said in a webinar.

Contract award values are also on the upswing, 
including $100 million-plus follow-on production 
deals, he noted.

Currently, the Pentagon accounts for about 90 
percent of OTA spending, but there appears to be a 
growing interest among other agencies.

“HHS is really starting to break into this market,” 
Cornillie said. “One of the biggest trends that we’ve 
seen in fiscal 2020 so far is just the extent to which 
the Department of Health and Human Services … 
is leveraging OTA to combat COVID.” That includes 
upwards of $725 million in awards since March 1.

“We expect that HHS will continue to use OTAs 
as it meets the needs of the COVID response, and we 
may see HHS normalize OTAs as a larger part of their 
R&D portfolio in future years,” he said.

Additionally, the Defense Department has released 
COVID-related solicitations through consortia. How-
ever, there is a 90-day lag in department reporting on 
OTA spending, so the exact dollar figures are not yet 
known, he noted.

Nevertheless, Pentagon investment in other transac-
tion authority agreements may start to level off. There 
was only about $1 billion in OTA spending from the 
department in the first quarter of 2020 before the 
coronavirus crisis hit, Cornillie said.

“That could mean that we’re in store for heavy 
spending in Q2 to Q4, or that could mean … the De-
fense Department is reaching a new equilibrium with 
OTA spending in which they see between $7.5 billion 
and $10 billion as the right amount to be spending 
every year,” he said. “Obviously, COVID is really going 
to introduce a lot of variability into this equation.” ND

n The Navy is moving forward with a new guided missile frigate, 
but some observers question the service’s cost estimates for the 
program.

In late April, Fincantieri/Marinette Marine was awarded a $795 
million fixed-price incentive contract for detail design and construc-
tion. The contract will provide for the delivery of up to 10 plat-
forms, and will be worth $5.6 billion if all options are exercised.

“Another potential issue for Congress concerns the accuracy 
of the Navy’s estimated unit procurement cost for the FFG(X), 
particularly when compared to the known unit procurement costs 
of other recent U.S. surface combatants,” said Ronald O’Rourke, a 
naval affairs specialist at the Congressional Research Service.

The price tag of the lead ship will be about $1.3 billion, accord-
ing to the Navy. It has requested $1.1 billion in fiscal year 2021 for 
the second vessel.

The Navy’s most recent budget submission estimates that the 
third and subsequent ships will cost roughly $940 million each in 
then-year dollars to procure, O’Rourke said in a recent CRS report 
titled, “Navy Frigate FFG(X) Program: Background and Issues for 
Congress.”

“Ships of the same general type and complexity that are built 
under similar production conditions tend to have similar costs per 
weight and consequently unit procurement costs that are more or 
less proportional to their displacements,” he noted. 

Setting the estimated cost per thousand tons of displacement of 
the FFG(X) about equal to those of the LCS-1 variant of the lit-
toral combat ship would raise the estimated unit procurement cost 
of the third and subsequent frigates to $1.1 billion, an increase of 
about 17 percent, he calculated. 

Using the same formula to compare the FFG(X) to the Flight III 
DDG-51 destroyer would raise the estimated unit procurement 
cost of the third and subsequent frigates to approximately $1.5 bil-

lion, an increase of about 56 percent, according to O’Rourke.
Assistant Secretary of the Navy for Research, Development and 

Acquisition James “Hondo” Geurts said the service has taken a 
number of steps to control costs.

“I know there was some reporting on concern about … cost 
estimates, you know, were they too low?” he told reporters. “We’ve 
tried a different approach in frigate to taking more proven technol-
ogy, both on the combat systems and with a parent [ship] design. 
And in doing that, you know, trying to bend the normal cost curve 
as compared to previous programs. … I’m comfortable that we’ve 
got that program positioned well.” ND 

Cost Estimates Questioned 
For New Navy Frigate
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n The Navy is establishing six new “Tech Bridges” to increase 
collaboration and information sharing between industry, aca-
demia, Naval labs and other military services.

The service began the effort last year under the Naval Infor-
mation Warfare Center to develop and promote partnerships. 
The Navy began with five offices in September 2019 and 
added a sixth shortly after. The first six locations are based in: 
Charleston, South Carolina; Newport, Rhode Island; Keyport, 
Washington; San Diego; Orlando, Florida; and Crane, Indiana.

“What we’ve seen in those first months [and] in the last 
nine months is $45 million obligated through programs that 
were identified through the tech bridges, through existing 
programs,” Cmdr. Sam Gray, director of the Tech Bridge effort, 
said during a call with reporters when the expansion of the 
initiative was announced.

The program added six new offices in Southern California 
and the East Coast including: Monterey, California; Ventura, 
California; Corona, California; Patuxent River, Maryland; Nor-
folk, Virginia; and Alexandria, Virginia.

Assistant Secretary of the Navy for Research, Develop-
ment and Acquisition James “Hondo” Geurts said the focus of 
the effort continues to be on supporting sailors and Marines, 
increasing speed and learning from one another.

“We wanted to make sure we had an easy way to connect 
everybody up so we could accelerate our learning, connect 
… folks with ideas to solutions, and then folks with solutions 
onto the folks that could put those into use,” Geurts told 
reporters.

The tech bridges help the service solve problems by bringing 
in new ideas from companies, servicemembers and researchers, 
Geurts said. For example, there could be a new way of making 
a specific shipyard repair job easier or more efficient.

In the past, connecting a shipyard worker to a small business 
innovation research program at the Office of Naval Research 
has been a challenge, he said. “Just culturally, I wouldn’t 
expect those two communities to know how to communicate 
effectively to each other,” he added.

The tech bridges, however, offer a collaborative environ-
ment in a commercial business space, rather than on a military 
base, according to the service. The locations are in more easily 
accessible offices to foster collaboration.

The tech bridges could also improve situational awareness 
for the Navy. The service otherwise “may not know that an 
exoskeleton company somewhere in Utah … could solve a 
shipyard problem in Portsmouth,” Virginia, Geurts said. “This 
is really about exposing and leveraging opportunity.” - MM
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n Despite receiving no new procurement funding in the fiscal 
year 2021 budget request, the Coast Guard commandant said 
the Sentinel-class fast response cutter program is on track.

“Fast response cutters are on schedule and on budget,” said 
Commandant Adm. Karl Schultz.

“We took acceptance of the 37th cutter on the domestic 
program of record of 58 hulls,” he said during remarks at the 
Navy’s League’s Sea-Air-Space conference, which was held 
virtually because of safety concerns surrounding COVID-19.

President Donald Trump’s fiscal year 2021 budget request 
does not contain new procurement money for the program and 
instead limits FRC funding to post-delivery, technical support 
and government-furnished equipment. 

Schultz said the service needed to free up dollars for other 
priorities such as polar security cutters, offshore patrol cutters 
and aviation. But he hopes procurement funding for fast re-
sponse cutters will be added back in during the budget process. 

“We’ve got a little flexibility with the last couple [fast 
response cutters]. I think that allowed us to sort of array it that 
way,” he said in an interview with National Defense. “I don’t 
think we’re done with our budget asks for FRCs yet. ... As a 
federal agency within a department, you sort of have to work 
to a topline. So as we made our choices this year, we took a 
pass on asking for FRCs in ’21.”

In April, Bollinger Shipyards delivered the USCGC Har-
old Miller to the service in Key West, Florida, according to a 
company news release. This is the 38th ship delivered as part 
of the current program. The vessel is one of three fast-response 
cutters slated to be home-ported in Galveston, Texas. 

The Coast Guard wants 58 of the vessels for domestic mis-
sions and six for overseas operations, which will replace the 
Island-class patrol boats currently in Bahrain, Schultz said. 
Plans include replacing the first two Island-class boats some-
time between the end of this year and early 2021. 

“They’re game-changing capability,” he said, noting that the 
platform’s 25 mm gun can be operated remotely from inside 
the cabin. - CL

n Special Operations Command is standing up a new of-
fice solely geared toward software acquisition.

Col. Paul Weizer, special operations forces digital ap-
plications program executive officer, said the new orga-
nization will tackle the unique difficulties of acquiring 
software. Obtaining such technology does not fall under 
traditional weapons acquisition rules and timelines, which 
can sometimes take seven to 10 years to field, he noted. 

“In software, that’s just not tenable,” he said during the 
National Defense Industrial Association’s annual Special 
Operations Forces Industry Conference, which was held 
virtually this year due to COVID-19 safety concerns. 
“We’ve always kind of procured software as a square peg 
into a round hole trying to apply the appropriate rule set.” 

The new office was slated to be chartered in June and 
will assist other SOCOM program executive offices in 
their development processes for digital products, he noted. 
Major software-intensive programs, such as the distributed 
common ground system-SOF and acquisition management 
system, will be moved under the new office’s jurisdiction. 
According to Weizer’s presentation slides, it will be head-
quartered in Tampa, Florida, and have multiple satellite 
program offices. 

The organization is expected to reach initial operating 
capability by the end of the summer. 

“The current mission is to rapidly consolidate, integrate, 
acquire and/or divest of some of the SOF-unique software 
solutions,” he said. 

SOCOM is still working on how it wants to struc-
ture the new organization, Weizer noted. The command 
wants industry input.

“If you’ve always had a burning issue or nagging concern 
about how [an] organization is structured and how you’re 
able to interact and what you’re able to do to interact, 
… this is the time” to provide input, he told contractors. 
“Right now, my structure is in Jell-O.” 

The command’s biggest hurdle will be recruiting 
acquisition professionals with track records in procuring 
software for the government, he noted. The office will be 
partnering with industry and academia to build its skills in 
this type of acquisition.

Over the past 10 to 15 years, software acquisition has 
become more difficult and SOCOM will need to bring in 
more personnel who are able to understand the process, 
Weizer noted. “That will be the toughest challenge.” - CL
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n As rapid innovation in computer sciences helps bolster 
advances in biotechnologies, China is edging forward as a world 
leader in the biotech sector, one expert said.

“Biotechnologies, including synthetic biology, are going to be 
foundational to the 21st century economy and they’re also go-
ing to be a critical arena for global competition in the geopoliti-
cal realm,” said Tara O’Toole, former undersecretary of Home-
land Security for science and technology and current executive 
vice president and senior fellow at In-Q-Tel, an Arlington, 
Virginia-based investment firm that works with defense and 
intelligence organizations. 

“China in particular, is pursuing a very aggressive strategy to 
become the world leader in biotechnology,” she added.

A deepened understanding of biotech has moved the world 
towards a “biorevolution,” O’Toole said during a webinar hosted 
by the Center for Strategic and International Studies. This could 
be the next stage in a series of scientific revolutions that have 
marked key inflection points in civilizations dating back hun-
dreds of years, she said.

This type of revolution is founded on several core biological 
technologies, “but it is all about being able to read, write and 
edit the code of life,” O’Toole said.

One core technology is DNA sequencing, or the ability to 
read DNA. Another is DNA synthesize, or the ability to write 
code for DNA, she noted.

“Our ability to write it, to synthesis DNA … is less advanced,” 
she said. “It’s slower, it’s more expensive, but again we are get-
ting better and better.”

Gene editing is another core biotechnology. It allows scien-
tists to alter a DNA sequence by adding, swapping or removing 
genes.  

“It is being used a lot, particularly in China,” she said. “It’s be-
ing used because it is very fast, cheap and relatively easy to use.”

Synthetic biology uses the afore-
mentioned technologies to manipu-
late multi-cell systems in organisms 
in a way that can construct new 
biological parts. 

Each of these biotechnologies are being accelerated and im-
proved by artificial intelligence methods, O’Toole noted.

“AI is going to fundamentally improve the accuracy and the 
speed and decrease the cost of all of these four biotechnologies,” 
she said. “It is already happening.”

To compete with Beijing, the United States should be mea-
suring and tracking the global “bioeconomy,” including China’s, 
O’Toole said.

More personnel with backgrounds in life sciences and 
biotechnology should be brought into public service, and a 
new strategy needs to be created that would improve the U.S. 
response to pandemics, she suggested. 

Additionally, the Committee on Foreign Investment in the 
United States should continue to conduct reviews on China, 
she said. The committee is tasked with reviewing foreign 
investments in U.S. companies that could have national security 
implications.

 “We need to get rough on China’s investment,” she said. - MM

n The Army awarded FLIR Systems a second contract 
worth $20.6 million to provide the service with additional 
miniature reconnaissance drones as part of the ongoing 
soldier-borne sensor program.

The FLIR Black Hornet 3 Personal Reconnaissance 
System is a nano-sized unmanned aerial vehicle that makes 
surveillance capabilities portable for soldiers at the platoon 
and small unit levels, said Roger Wells, the company’s vice 
president and general manager for unmanned systems and 
integrated solutions.

“It’s extremely light, it’s very robust, nearly silent with 
flight times up to 25 minutes, which provides an organic 
surveillance reconnaissance capability,” Wells said in an 
interview.

The Army’s soldier-borne sensor is a small situational 
awareness tool that will assist in providing real-time video 
feeds and images of operating environments, according to 
the service.

FLIR Systems was originally awarded a $39.7 million 
contract with the service in January 2019 to supply the 
Black Hornet 3s, Wells said. The company is currently 
delivering those systems for fielding.

The drone’s sensors allow it to transmit live video and 
high-definition images back to an operator across a secure 
data link, Wells said. 

“The system’s performance capabilities with its integrat-
ed sensors are providing soldiers with immediate situational 
awareness that’s tactically relevant,” Wells said. “This allows 
them to provide [intelligence surveillance and reconnais-
sance] while still remaining in a covert position.”

The drone weighs approximately 33 grams and is about 
the size of a cell phone, Wells said.

“It’s almost pocket portable as opposed to rucksack 
portable and [it] really doesn’t add a load burden to the 
soldiers and servicemen and women that are out there us-
ing it,” he said.

The company will begin delivering systems from the 
new contract later this year, Wells said.

“We anticipate this to be a multi-year program where ca-
pability is being provided to the Army through … multiple 
tranches,” he said.

To date, FLIR Systems has delivered more than 12,000 
Black Hornet nano-UAVs to more than 40 nations includ-
ing the British, French and Australian armies, he added. 
- MM

FLIR Systems Awarded 
Contract for Nano Drones

China Pursuing ‘Aggressive’ 
Biotechnology Strategy
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n Lone wolf hackers, rogue nation-states and cybercrime syn-
dicates are in a position to disrupt the global supply chain.

“Cybersecurity really is a supply chain problem” that encom-
passes the telecom carriers that are used by businesses, the 
hardware and software that supports organizational workflow, 
and the cloud assets that so many organizations are leverag-
ing today, Richard George, former National Security Agency 
technical director of information assurance and current senior 
advisor for cybersecurity at Johns Hopkins University Applied 
Physics Laboratory, recently said in a speech to cybersecurity 
professionals.

“It’s not just the government that’s a target, everybody’s a 
target,” he added. 

Part of the problem is that “there is no risk aversion” for 
these bad actors. No one stands trial for their behavior while 
the Chinese deny their role in this activity and say, “not us, not 
us,” George said.

Kevin O’Marah, former manufacturing and supply chain 
contributor to Forbes, wrote, “Where once we worried about 
localized mistakes or oversights upstream, now we worry 
about cataclysm, potentially at the hands of actors bent on 
destruction. The new world of supply chain risk means prepa-
ration for widespread, systemic disruption in our immediate 
future.”

He continued: “As with war and natural disasters, cyber 
threats have the potential to kick off systemic failure, meaning 
a sort of domino effect whereby ordinary preparedness fails to 
overcome infrastructure, communication and human break-
downs.”

To defend against cyber criminal intent to disrupt and “own” 
the global supply chain, George observed that corporations 
must be on guard, be careful of untrustworthy entities within 
the supply chain, ensure transparency throughout the sup-
ply chain, force strategic partners to prove their cybersecurity 
posture, and limit entanglement with companies/countries that 
don’t respect intellectual property rights.

“People today are putting those holes in because they want 
easy access to the targets, and we are the targets,” said George. 
He noted that every aspect of the global supply chain must be 
put under the microscope of cybersecurity, including distribu-
tion, processes, people, reputation, manufacturing, research and 
development, transportation, logistics and facilities.

Leading cybersecurity researchers are in line with what 
George and O’Marah have said. In fact, Zac Rogers, assistant 
professor of supply chain management at Colorado State Uni-
versity, said, “Purchasing people tend to think of cybersecurity 
as an information systems problem.” But his research indicates 
that two-thirds of breaches are a result of a supplier or third-
party vulnerabilities. 

Soha Systems, now Akamai Technologies, reported a similar 
finding of 63 percent of breaches caused by third-party provid-
ers.

Mark Carrizosa, director of information security at Aka-
mai, said, “The results of our survey highlight the disconnect 

between IT priorities and the urgent need to mitigate third-
party data breaches. … The survey shows enterprises have 
vastly underestimated the resources required to deal with 
such breaches, even as their need to provide secure third-party 
access continues to grow.”

In light of breaches connected to the vulnerable third-party 
suppliers of Walmart, Equifax, Apple, Target, CVS, CNN and 
others, Derek Brink, vice president and research fellow at the 
business intelligence firm Aberdeen Group, said, “For business 
reasons, organizations are increasingly providing third parties 
with access to their IT infrastructure, but IT and security lead-
ers really need to help their business leaders understand the 
risks of third-party access and take steps to help manage these 
risks to an acceptable level.”

One of the telecom companies under scrutiny recently in 
relation to posing a risk to the telecom side of the supply chain 
is Huawei, a Chinese company closely tied to the Communist 
Party and government of China. As a result, U.S. politicians 
and intelligence agencies are cautious about the intentions, 
actions and products produced by the company.

John Suffolk, Huawei’s global cybersecurity and privacy offi-
cer, inadvertently showed that the problem is not as simple as 
software and hardware being produced by the U.S. economic 
adversary, China. 

Here are Suffolk’s own words: “Our [research-and-develop-
ment] center for microwave is based in Milan, yet we take our 
compression algorithms from the world’s best scientists and 
mathematicians in Moscow. And then we apply that to Chi-
nese technology and manufacturing.” 

Unfortunately, all along the way, there is plenty of room for 
bad actors to get into the game of tweaking their aspect of the 
supply chain to access data that isn’t their own. 

George in his address to the RSA conference in 2018, 
reminded the audience that nation-states are the primary 
malevolent actors attacking the global supply chain and that all 
countries spy. He went on to explain that permitting a foreign 
country to maintain infrastructure or supply components for 
U.S. systems allows them access to those systems. 

When asked about the rapid expansion of supply chain 
attacks, George explained that once an attack is successful, 
copycats easily replicate it; and as larger entities fortify their 
supply chains, the criminal intent moves to the next easiest 
target — mid-size organizations and state/local governmental 
agencies.

In researching and speaking to these supply chain cybersecu-
rity professionals, the question was, “What can be done about 
cybersecurity vulnerabilities in the supply chain?” 

The answers most commonly given by these experts were 
that companies should design incident protocols, implement 
protected software update systems, narrow third-party access 
to systems, inspect and secure current infrastructure, insist on 
transparency with strategic partners, and lock in due diligence 
throughout the lifecycle of the organization’s IT components.

The good news for business leaders is that bad actors — 

Hackers Putting Global Supply Chain at Risk 

Viewpoint    BY STEVEN D. CARTER



even governments with billions of dollars at their disposal 
— are not all-powerful. George said their access to resources, 
their capability, their intent/motive, their risk aversion, and 
their access to the systems they want to compromise are all, as 
he describes, “limiting factors” to their harmful desires to create 
damage and cause chaos in the global marketplace.

Although Huawei is under global scrutiny, Suffolk said, “You 
cannot bolt quality onto a product, and nor can you bolt on 
cybersecurity. Cybersecurity must be built into everything that 
you do. … Many cybersecurity threats come from the very 
inside. So, if you do not know what the incentives are, the 
disincentives, the rules and regulations, many attacks can be 
perpetrated by insiders.”

In today’s global marketplace, the people and companies 
within an organization’s supply chain can easily be considered 
to be “insiders” with enough access to cause harm, he said.

The harm that can be done though supply chain cyber 
attacks, however, is not limited to damage to the economy. The 
Defense Department is also reliant upon global supply chains. 
The department comprises the nation’s warfighting abilities, 
moving more equipment, people and supplies globally than 
any other agency or organization. A state actor having access 
to this data through porous networks and cyber vulnerabilities 
presents a major problem.

Speaking to the 12,000 suppliers and 24 global distribution 
centers that make up his purview of the defense supply chain, 
Army Lt. Gen. Darrell Williams, director of the Defense Logis-
tics Agency stated, “The technology that we are using to run 
that global network of warehouses that feeds into and supports 
all of our military services is quite old, 25 or 30 years old.”

However, there is good news. Progress in securing the 

defense supply chain is being made.
The Government Accountability Office recently removed 

the Defense Department supply chain from its own internal 
“high risk” list because of progress made within the depart-
ment. 

A GAO report stated that: “From 2014 to 2017, we identi-
fied 18 actions and outcomes DoD needed to implement in 
order for its supply chain management to be removed from 
our High-Risk List. In our 2017 High-Risk Report, we report-
ed that DoD had made progress in addressing 11 actions and 
met the criteria of leadership commitment, capacity and action 
plan for asset visibility and materiel distribution.”

However, the department needed to take additional steps 
to fully implement the remaining seven actions and outcomes 
related to the monitoring and demonstrated progress criteria. 
“We are removing DoD Supply Chain Management from the 
High-Risk List because, since 2017, DoD has addressed the 
remaining two criteria (monitoring and demonstrated progress) 
for asset visibility and materiel distribution by addressing the 
seven actions and outcomes identified in our 2017 High-Risk 
Report,” the GAO said.

The takeaway from these professionals is that the security of 
global commercial and military supply chains is not something 
that can be bolted onto an organization and that of its suppli-
ers. 

Cybersecurity has to be baked into the entire process for 
end-to-end supply chain protection. ND

Steven D. Carter is a Harvard senior executive fellow specializing in 

strategy, business and information technology, and an adjunct profes-

sor of business at the University of Maryland Global Campus-Europe. 
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n Eighty years ago, America was the arsenal of democracy 
whose production and supply helped beat back fascism in 
Europe. 

Today, commerce has evolved into an international patch-
work of supply and demand that connects the United States 
to every corner of the Earth. The last decades have seen cor-
porations embrace the tenets of Lean Six Sigma improvement 
methods, and the benefits of just-in-time manufacturing. In 
normal times, just-in-time manufacturing allows a well-planned 
logistical network to deliver products to the right place at the 
right time, minimizing inventory stockpiles in warehouses 
around the globe. 

But these are not normal times, and the COVID-19 pan-
demic has frozen the supply lines necessary to feed global 
corporations. The worldwide embrace of social distancing poli-
cies has laid bare the fragility of our supply chains and made 
clear how vulnerable the U.S. defense industry is in its ability to 
sustain production of national security materials. Within weeks 
of the World Health Organization’s declaration of a pandemic, 
standing domestic inventories of textiles and chemicals were 
approaching depletion, forcing defense leaders to make opera-
tional response decisions based on availability of supply rather 
than best tactical characteristics. 

National policies have long recognized that an infectious 
pandemic will not recognize borders drawn on a map and that 

it will spread and wreak havoc blind to the boundaries of sov-
ereign nations. The novel coronavirus did exactly what was pre-
dicted. Jumping from animals, it spread quickly driven by global 
commerce and fanned by international flights. 

In response worldwide leaders authorized carefully built 
response plans enacting social distancing and quarantine. What 
was not widely recognized in the decades of preparation was the 
social and economic impact of the pandemic response policies 
built by governments around the world. The calculus behind 
social distancing policies is based on infection models that seek 
to flatten the curve of infection through societal isolation.

In a previous job, I served as the assistant director for chemical 
and biological defense in the Office of Science and Technology 
Policy in the Executive Office of the President from 2007-2010.

Having been part of the early planning meetings on these 
policies during the Bush and Obama administrations, I recall 
the first times these ideas were advocated. I failed to grasp the 
human aspect of what these policies would require and the 
impact of a nation on telework. Furthermore, I did not antici-
pate the ramifications of a country pivoting to online commerce 
and the impact of the global supply chain disruption on the 
ability to mobilize a pandemic response. 

In the aftermath of COVID-19, U.S. defense leaders may be 
surprised that the supply vulnerability was not in bullets but 

rather in chemicals and textiles. The inevitable reevaluation of 
the fragile supply chains and their overreliance on foreign com-
modity suppliers will inevitably result in recommendations of 
stockpiling.

In some cases, strategic national stockpiles are appropriate, but 
it cannot be the only reaction to resolve supply chain vulnerabil-
ity. The U.S. domestic supply infrastructure must be hardened 
but in such a way as to be sustainable and reflective of how 
industry will make things in the future — not how we made 
things in the past. 

If the nation wants to develop its capacity to supply the 
defense industrial enterprise with chemicals and textiles, then it 
must begin to invest in biomanufacturing on U.S. soil. 

Historically, petrochemical production has supplied the raw 
materials to fuel America’s production of everything from tanks 
to toothpaste. The maturation of biotechnology has increasingly 
led industry to embrace biomanufacturing as an alternative to 
the refining of oil to make commodity chemicals. Microbes 
grown in fermentation vats can be trained to produce commod-
ity chemicals in much the same way that craft beer is brewed. 

Biomanufacturing is attractive to industry because of the low 
capital expenditure to build a facility — sites can flexibly pivot 
to make multiple commodities — and new technologies, like 
synthetic biology, allow for the production of previously unat-
tainable chemicals. 

In contrast, petrochemical plants operate at high temperatures 
and pressures, consume vast amounts of energy, and generate 
toxic waste streams that limit the geographies willing to allow 
for construction of new production plants. Two-thirds of the 
world’s most used chemicals could be synthesized from renew-
able raw materials and, as nations adopt the Kyoto and Paris 
protocols, businesses are embracing the use of clean, green and 
sustainable avenues to produce chemicals. The U.S. defense 
industry should follow suit.

Prior to the pandemic, the Defense Department began tak-
ing steps to invest in biomanufacturing with its plan to launch a 
Manufacturing Innovation Institute. 

These are promising steps that build on defense investments in 
synthetic biology but they pale in comparison to Chinese invest-
ments in biotechnology. China has explicitly stated its inten-
tion to dominate the global life sciences market and has been 
methodically investing worldwide to make this plan a reality. 

Because domestic biomanufacturing facilities are nearing 
capacity, many firms are moving production overseas. U.S. lead-
ership in biotechnology is eroding and a systematic plan to build 
capacity must be part of the national response to supply chain 
vulnerability. ND

Dr. Peter A. Emanuel is Army Futures Command’s senior research sci-

entist for bioengineering located in Edgewood, Maryland, within the 

Chemical Biological Center. He advises Army leadership on emerging 

technologies in synthetic biology, biomanufacturing and bioengineer-

ing and exploitation of these new fields for applications that support 

national defense. 

Pandemic Lays Bare Supply Chain Vulnerabilities

Commentary     BY DR. PETER EMANUEL

“The supply vulnerability was not in bullets 
but rather in chemicals and textiles.”



n The coronavirus pandemic is a story which 
evolves every day, with new facts, statistics and 
revelations coming almost hourly. 

Allegations of cover-up and undeclared impor-
tations have made intriguing nuances to this 
international crisis. Biological and medical intel-
ligence is aimed at the collection, analysis and dis-
semination of intelligence data on biological and 
medical threats. This includes chemical, biological, 
radiological and nuclear issues that affect national 
security and homeland security detection, deterrence, 
response and mitigation.

U.S. intelligence, defense and law enforcement com-
munities face tremendous challenges from weapons of 
mass destruction. The novel coronavirus may be one of 
these challenges. Declared a pandemic by the World Health 
Organization, COVID-19 originated in China and is a cousin 
of the SARS virus. Coronaviruses are a large group of animal-
borne viruses that can make people sick.

There are four types of biological agents or biological weap-
ons: viruses, bacteria, plagues, and natural poisons or toxins 
that occur without modification. Modern WMD biological 
weapon types are either bacterial weapons or viral weapons, 
with microbes cultured and refined — weaponized — to 
increase their killing abilities.

Antibiotics may be effective against bacterial weapons, but 
bacterial weapons programs often create strains of microbes 
that are resistant to such drugs. 

Antibiotics are usually not effective in treating 
viral weapons (viruses), although there may be 
vaccines that can be effective if administered 
before exposure to the viral agent. Biological 
agents are difficult to control but relatively easy 

to produce. 
The Centers for Disease Control and Prevention 

lists several threatening agents:
Anthrax is a spore-forming bacterium or bacterial disease 

affecting the skin and lungs.  
Botulism has toxins which attack the nerves. 
Hemorrhagic fever interferes with the blood’s ability to 

clot.
Smallpox is an infectious disease caused by one of two virus 

variants; there is no treatment or cure, but a vaccine can pre-
vent it.

Plague is an infection of the lungs caused by a bacteria and 
can be spread by infected fleas.

Tularemia is an infection that attacks the skin, eyes, lymph 
nodes and lungs.

Glanders, a zoonotic disease caused by a bacterial infections 
occurring in horses, mules and donkeys, which can be con-

tracted by other animals and humans.
Q fever, or query fever, is a bacterial infection found in 

cattle, sheep and goats and transmitted to humans when they 
breathe contaminated dust.

And ricin, which is made from the waste material left over 
from processing castor beans. 

As for the novel coronavirus, China denies claims that it 
originated in a laboratory near the city of Wuhan, where 
contagious samples were stored. After word of the outbreak 
became public knowledge, Chinese officials cited Wuhan’s 
“wet market,” where wild animals — but not bats — are sold 
for consumption, as the source of the virus.

Early in 2018, the U.S. Embassy in Beijing sent two offi-
cial warnings back to Washington that the Wuhan lab was 
conducting risky studies, using bats, on pathogens in the 
coronavirus family, the Washington Post reported on April 14. 
The Wuhan lab is China’s only bio-safety level four (BSL-4) 
facility and has been viewed with suspicion as scientists try to 
determine how the deadly virus crossed over into humans. 

Suspicion of the lab was dismissed as a “conspiracy theory” 
by those who insisted that a wild animal market was the obvi-
ous source of the disease. 

News sources have been reporting that U.S. intelligence 
officials are investigating the possibility that 
the COVID-19 outbreak started in the 
virology laboratory in Wuhan, by a bat-to-
human transmission, rather than the mar-

18    N AT I O N A L  D E F E N S E  •  J U LY  2 0 2 0 

iS
tock illustration

Viewpoint     BY ROBERT J. GIROD

COVID-19 Mysteries 
Underscore Need for 
Better Biomedical Intel

viral
vaccines
before

creo




ket, as reported by Chinese authorities. Intelligence officials 
do not have demonstrative evidence at this time, but there is 
evidence that “patient zero” worked at the Wuhan Institute of 
Virology lab. Open sources have been reporting that China 
may have pointed the finger at the market to divert blame 

from the laboratory. The motive for such diversion can only 
be speculated upon.

In late 2019, the FBI warned of a growing “biosecurity” 
threat within the United States, after Chinese nationals 

were caught attempting to sneak potentially danger-
ous viruses into the country. According to an April 
1 report by the Washington Examiner, at least three 
incidents were detected by the FBI. The report 
from the bureau’s WMD directorate observed that 
“foreign scientific researchers who transport unde-
clared and undocumented biological materials into 
the U.S. in personal carry-on and/or checked lug-
gage almost certainly present U.S. biosecurity and 
biosafety risks.”

Investigators warned, “It is impossible to deter-
mine, without testing, the validity of the contents 

of the samples and if they pose a risk to U.S. human, 
animal, or plant populations.” 
The FBI’s chemical and biological intelligence unit 

detected at least three separate incidents in 2018 and 
2019 where Chinese nationals tried to bring undeclared bac-

teria and viruses into the United States, according to unclassi-
fied documents obtained March 30 by Yahoo News.

Each of these failed attempts were detected by Customs 
and Border Protection at the Detroit Metropolitan Airport. 
One incident was only a couple of months before the corona-
virus outbreak first appeared in Wuhan.

In May 2018, FBI investigators reported that a Chinese 
national was stopped and claimed to be “a breast cancer 
researcher in Texas” who “was not traveling with any biologi-
cal products.” The Washington Examiner story further reported 
that following inspection of the subject’s possessions, the 
person admitted to be “possibly traveling with plasmids,” a 
type of extrachromosomal DNA. He was also in posses-
sion of a “centrifuge tube” in his checked bag, which 
he said was “non-infectious E. Coli bacteria-derived 
plasmids.” The FBI reported that the Chinese nation-
al was “unable to provide any accompanying docu-
mentation or permits,” so the centrifuge was placed on 
an “agricultural hold.”

In November 2018, the FBI reported a Chinese national 
was found with three vials labeled “antibodies” in his luggage. 
The person identified himself as a “biologist” but “had not 
declared the materials” and “did not have appropriate docu-
mentation for the items.” The traveler said that “the items 
came from a researcher in China who asked him to deliver 
them to another colleague” at another unnamed “U.S. research 
institution.” The writing on the vials and their destination 
inferred that the vials might contain “viable” specimens of 
Middle East respiratory syndrome (MERS) and severe acute 
respiratory syndrome (SARS) viruses.

Regardless of the outcome of these detected attempts to 
bring substances into the United States, these incidents point 
to the need for greater detection and interdiction capabilities. 
Equally important are the issues of determining the inten-
tions of foreign powers or hostile groups in producing and 

introducing biological agents into the United 
States or the global community.

Early in the outbreak, China reportedly 
attempted to suppress evidence of the spread 
of the disease by allegedly censoring doctors 
and orchestrating the “disappearance” of journalists. China 
took measures to restrict academic research on the novel 
coronavirus, and deleted government directives and notices 
from the internet.

The CDC “Field Epidemiology Manual,” which is available 
online, states that events involving the suspected intentional 
use of a biological or toxic agent require epidemiologists to 
work with nontraditional partners, specifically law enforce-
ment. Cross-sector collaboration is necessary to prevent loss of 
life, protect public safety, and minimize adverse outcomes for 
both public health and law enforcement. Interactions require 
public health and law enforcement to develop and implement 
processes to improve coordination and collaboration.

The scope of an epidemiologic investigation is similar 
for unintentional and intentional events. The goals of a law 
enforcement investigation are to: identify the disease or 
illness-causing agent; identify the source and location of the 
exposure; determine the mode(s) of spread or transmission 
of the biological or toxic agent; and identify who might have 
been exposed. 

Investigations also must direct interventions to reduce mor-
bidity and mortality, identify, apprehend and prosecute perpe-
trators, and collect evidence for prosecution.

Any information or materials collected by law enforcement 
during a criminal investigation is handled as potential evi-
dence. Evidence might include dissemination devices, clothing 
of victims or suspects, clinical specimens such as blood, other 
body fluids or secretions, environmental samples, documents, 
photographs and witness statements. 

Evidence must be collected, maintained through chain-of-
custody and analyzed in a manner consistent with evidentiary 
standards. 

The combined resources of the intelligence, law enforce-

ment, public health and private sector communities must be 
coordinated to meet the goals and objectives of fact-finding, 
detection, prevention, response and mitigation of potentially 
deadly material. 

Biological and medical intelligence is aimed at the collec-
tion, analysis and dissemination of intelligence on biological 
and medical threats.

Media sources suggest that the present pandemic may be a 
result of reckless indifference or an ill-conceived intentional 
act. The pandemic is an ever-evolving event and new facts 
unfold daily. The outcome of this story is yet to be deter-
mined. ND

Robert J. Girod is an attorney, a professor of intelligence analysis and 

criminology at Indiana State University and a former military officer 

in the Army Reserve and Indiana Guard Reserve. 
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BY YASMIN TADJDEH
In March and April — as the 
number of COVID-19 casual-

ties skyrocketed — the defense indus-
trial base was being roiled. Production 
lines shuttered and suppliers closed as 
employees tested positive for the coro-
navirus. Numerous programs across the 
services faced delays and disruptions.

But as the country works to reopen 
and the rate of new COVID-19 infec-
tions drops, parts of the industrial base 
are largely rebounding, according to 
officials. 

For the Navy, the virus led to disrup-
tions across its shipbuilding programs, 
but shipyards appear to have turned a 
corner with productivity and employee 
attendance now on an upswing, said 
James Geurts, assistant secretary of the 
Navy for research, development and 
acquisition.

“As we’ve gone through the crisis, we 
have not had to shut down any of our 
shipyards — both private or public — 
and as I look at the case count, we are 
having [a] relatively flat number of cases 
and more folks coming back than get-
ting infected,” he said during a telecon-
ference with reporters in late May.

So far, the service has been able to 
largely continue operations while work-
ing in the midst of the pandemic, he 
said. “Attendance slowed down for a lit-
tle while, [but] we’re seeing that atten-
dance creeping back up,” Geurts added.

For short periods of time, worker 
attendance dropped as low as 50 per-
cent, he said.

Meanwhile, productivity among indi-
vidual workers has remained high, he 
noted.

“What I was very concerned with is 
we would have the double whammy,” 
Geurts said. The worry was that not 
only would low numbers of workers 
come into the shipyards, but those who 
did come would be less productive due 
to social distancing and other safety 
measures recommended by the Centers 
for Disease Control and Prevention.

However, “the shipyards have been 
very creative and inventive on how to 
maintain productive output per person,” 
he said. “Now what we need to do is get 

the number of people where it needs 
to be so we can get the total productive 
hours” up to normal levels.

On the supplier side, the Navy had 
more than 200 suppliers close due to 
the pandemic, Geurts said at the time. 
However, it is now “seeing many more 
of those open than close.” The service 
has been tracking 10,000 companies and 
suppliers within what Geurts calls the 
traditional defense industrial base. Of 
those, about 250 have experienced some 
type of closure. Of those 250, all but 35 
had reopened when Geurts spoke to the 
press. Geurts said he was not aware of 
any firm that had closed permanently 
because of COVID-19, but “that’s some-
thing we’re going to have to watch as 
we go forward here.”

Despite the virus, some shipbuilders 
are now expanding their workforce. For 
example, Ingalls Shipbuilding recently 
held a drive-in hiring event for job seek-
ers in Pascagoula, Mississippi. 

“We are exploring innovative hiring 
techniques that provide greater acces-
sibility to the many employment oppor-
tunities we have to offer,” said Edmond 
Hughes, vice president of human 
resources and administration at Ingalls, 
in a statement. “This event allows us 
to efficiently interface with interested 
applicants while practicing safe social 
distancing.”

Participants were able to speak with 
recruiters and shipbuilders without hav-
ing to exit their vehicles.

Retired Air Force Gen. Hawk Carl-
isle, president and CEO of the National 
Defense Industrial Association, noted 
that one bright spot in the midst of 
the pandemic has been the ability of 
industry to largely keep its workforce 
employed.

“The defense industrial base has been 
kind of a safe shelter with respect to 
essentiality of work and in keeping peo-
ple employed and staying on,” he said 
during an online panel discussion hosted 
by the Center for Strategic and Interna-
tional Studies, a Washington, D.C.-based 
think tank.

At the beginning of the pandemic, 
the federal government designated the 
defense industry to be a critical infra-

structure sector, allowing companies to 
continue working despite stay-at-home 
orders.

Meanwhile, the Army has also seen its 
industrial base recover from COVID-
related shutdowns, said Bruce Jette, 
assistant secretary of the Army for 
acquisition, logistics and technology.

Major primes such as Boeing, BAE 
Systems and Lockheed Martin all had 
temporary shutdowns on their produc-
tion lines but those are now back up, he 
noted. 

At a supplier level, there was a mod-
est number of shutdowns with 15 to 20 
temporary closures since the pandemic 
began, he said. “As of right now I believe 
everybody is open,” Jette said in late 
May.

Despite the closures, major Army 
weapon programs haven’t derailed.

“Industry has made a significant 
adjustment in order to try and make 
sure that they continue producing on 
time and on schedule,” he said.

The service only has one program 
where it knows it will have to make 
a significant change, Jette said. That 
involves the Intelligence Electronic War-
fare Tactical Proficiency Trainer, which 
falls under the Army’s program execu-
tive office for Simulation, Training and 
Instrumentation, according to an Army 
spokesperson.

“It’s one of our smaller programs 
and … is tied to a small company,” 
he said. For the Army’s larger efforts, 
which include acquisition category 1 
and acquisition category 2 programs, 
the Army remains on track for first unit 
equipped, he said, although there may 
be some adjustments to intermediate 
milestones and delivery schedules.

“We’re making adjustments as neces-
sary and then working with the compa-
nies to try and catch up,” Jette said.

Industry has so far been extremely 
cooperative with the Army in keeping 
leadership up to date on any potential 
COVID-related issues, he noted.

“I have a 60-page report that gets 
updated on a daily basis of the status of 
the subs to the various major programs,” 
he said.

But while some areas of the defense 
industrial base are seeing positive trends, 
the aviation side is still being clobbered. 

“Aviation has had a more acute sen-
sitivity to supplier disruptions, largely 
driven by the massive upheaval in the 
commercial aviation market,” Geurts 

Defense Industrial Base 
Rebounding From COVID-19
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said. “That’s where we’re seeing some 
more immediate disruption.”

Geurts pointed to Lockheed Martin’s 
F-35 joint strike fighter as one aviation 
program that has been negatively affect-
ed by the COVID-19 pandemic.

In May, Lockheed announced a tem-
porary alternate work schedule for its 
F-35 production line employees at its 
Fort Worth, Texas, facility. The company 
implemented a two-week-on/one-week-
off schedule for personnel, said CEO 
Marillyn Hewson.

“We think this is a way that can help 
us … to keep the production line staffed 
and working, but slow it down slightly, 
and at the same time to retain the 
expertise that we need of this talented 
workforce,” she said during remarks at 
the Bernstein Annual Strategic Decisions 
Conference.

This will taper off production for a 

period of three-months and impact 18 
to 24 aircraft, she said. 

The decision to slow down produc-
tion was a result of COVID-19 related 
supplier delays, according to a statement 
from Brett Ashworth, Lockheed Mar-
tin’s F-35 spokesperson. The company 
plans to return to normal production 
levels in the fall and “accelerate produc-
tion when we return to pre-COVID-19 
conditions.”

 To bolster its supply chain, in mid-

May Lockheed announced it had accel-
erated $300 million to vulnerable small 
businesses that it works with, according 
to a press release. That was on top of an 
initial $450 million distributed previ-
ously. 

Lockheed is also continuing to hire 
new workers across the United States 
despite the pandemic. It has so far 
brought on more than 3,400 new 
employees and will onboard 12,000 new 
personnel by the end of the year, accord-
ing to the company.

Meanwhile, the U.S. government is 
working to facilitate foreign military 
sales that could help bolster industry 
during the pandemic.

R. Clarke Cooper, assistant secretary 
for political-military affairs at the State 
Department, said the defense trade has 
not yet been significantly affected by 
COVID-19. 

“Nothing has not been touched or 
impacted. But what has not changed 
is the programmatic need,” he told 
reporters during a briefing in May. “So 
far, none of our security cooperation 
partners, no state has sought or asked to 
cancel any particular contract.”

Defense trade and export licensing is 
moving at the same pace and volume as 
it was before the onset of COVID-19, 
he said. Additionally, industry has con-
tinued to deliver on contracts and deliv-

eries despite potential challenges.
“Our partners have actually told 

us they want to continue with pend-
ing sales,” he said. “For now, there are 
no cessations of particular commit-
ments. Some partners have even sought 
to continue more strategic planning, and 
actually looking forward on new and 
additional requests.”

The State Department has imple-
mented new temporary measures to 
ease the burden on industry, he said. 
For example, under International Traf-
ficking in Arms Regulations, the agency 
is reducing registration fees to $500 for 
applicants in the Tier 1 and Tier 2 cat-
egories. This will save small- to medium-
sized firms over $20 million over the 
course of the next calendar year, Cooper 
said.

The State Department also tempo-
rarily suspended the requirement for 
exporters to renew their registration 
annually in the period immediately fol-
lowing President Donald Trump’s March 
13 National Emergency Declaration. 

Allowance for telework has also been 
established, as well as easing require-
ments on the sharing of technical data 
during remote work while balancing 
the need to protect national security, he 
added.

In May, the Defense Security Coop-
eration Agency announced possible 
foreign military sales to a number of 
countries including a $2.3 billion deal 
with Egypt for refurbished AH-64E 
Apache attack helicopters; a $556 mil-
lion deal with the United Arab Emir-
ates for more than 4,500 mine-resistant 
ambush-protected vehicles; and a $230 
million deal with Hungary for 60 AIM-
120C-7/C-8 Advanced Medium Range 
Air-to-Air Missiles Extended Range and 
spare equipment.

Industry is monitoring the effect the 
pandemic may have on foreign military 
sales. Kathy Warden, CEO of Northrop 
Grumman, noted that because of a 
decline in oil prices, partner nations in 
some areas, such as the Middle East, 
may have trouble paying for some 
equipment.

“We certainly are mindful of what is 
happening … and the impacts not only 
to a payment on existing programs, but 
what the future holds for new sales in 
that area,” she said during the Bernstein 
conference. “It is something that we 
certainly are monitoring as we engage in 
new contracts.” ND
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BY CONNIE LEE 
The Defense Department’s 
new high-profile cybersecurity 

regulations are on schedule for imple-
mentation this year despite potential 
setbacks from the COVID-19 pan-
demic.

Katie Arrington, chief information 
security officer at the office of the 
undersecretary of defense for acquisi-
tion and sustainment, said the Pentagon 
will begin rolling out the Cybersecurity 
Maturity Model Certification version 
1.0 rules this year. 

The requirements are part of the 
Defense Department’s push to protect 
industrial base networks and controlled 
unclassified information from cyber-
attacks. The CMMC rules will require 
contractors to be certified by third-par-
ty auditors, which will ensure that com-
panies are adhering to certain standards. 
Organizations will be required to meet 
different levels of security requirements 
depending on the type of work they are 
doing, with level 1 being the lightest 
and level 5 the most stringent.

Acquisition officials unveiled their 
roadmap for implementation in Janu-
ary, before the COVID-19 pandemic 
roiled U.S. society and industry. The 
plans included releasing solicitations 
with CMMC requirements baked in for 
pathfinder programs this year. 

“We are on track to do that,” 
Arrington said during a Project Spec-
trum webinar in May. “We’re still on 
target to release some initial [requests 
for information] in June. … Stay tuned, 
but the work hasn’t stopped and we’re 
still doing our absolute best to stay on 
track.” Project Spectrum is intended 
to help small businesses improve their 
cybersecurity and is supported by the 
Defense Department’s Office of Small 
Business Programs. 

The biggest challenge presented by 
COVID-19 includes figuring out how 
to conduct third-party audits of compa-
nies’ cybersecurity readiness, she noted. 
Auditors are required to perform on-
site visits to assess compliance.

“We’re trying to figure out ways 
around that,” Arrington said. 

During a webinar hosted by Bloom-

berg Government, Arrington 
said auditors may need to 
“find a new way of doing 
business” to adjust to COV-
ID-19 safety concerns. This 
will include wearing per-
sonal protective equipment 
while visiting companies. 

“I think that you’ll wear 
a mask, and you’ll maintain 
some social distancing and 
you’ll be able to do the 
audit,” she said. “Just like 
the cable guy today — they 
come into your home, or 
they meet you, they wear a mask and 
we respect each other’s personal space 
to ensure safety for all.” 

There could potentially be a two- to 
three-week delay on carrying out the 
first round of audits due to corona-
virus, she noted. However, the potential 
schedule slip is expected to be “nothing 
of significance,” she added. 

“Of course, COVID-19 is … impact-
ing every aspect of our life,” she said. 
“But a two-week push on something is 
not going to have a massive impact to 
our rollout of this. … I don’t think it’s 
going to be anything impactful to the 
schedule.” 

Defense contractors should still 
expect to see new CMMC require-
ments in requests for proposals issued 
in November, Arrington noted, but 
the Pentagon plans to help companies 
adapt.

“We understand this is a big cultural 
shift and we want to ensure that we’re 
doing everything we can to bring our 
small business partners right along with 
us,” she said at the annual Special Opera-
tions Forces Industry Conference, which 
was held virtually in May by the Nation-
al Defense Industrial Association due to 
safety concerns about COVID-19. “We 
are working on different plans and strat-
egies to help.” 

For instance, contractors bidding on 
a program may not need to have their 
CMMC certifications until the time of 
contract award, she noted. 

“As we release the RFIs, we’ll have 
the certified and trained auditors who 
will be able to go out to industry and 

certify companies at the level of matu-
rity required for the work that they’re 
bidding on,” she said. 

Corbin Evans, director of regula-
tory policy at NDIA, said the Defense 
Department has yet to recruit, train and 
certify auditors.

“It does seem like they’re getting 
close” to doing that, he said. “Once they 
start up that process, we’ll start to get 
a better idea of how long that certifica-
tion is going to take.

“At this point in time, I think it’s safe 
to say mid- to late summer is probably 
a good estimation for when those audi-
tors will likely start to go out into the 
field, although that may be a little on 
the early side,” he added.

Meanwhile, the Defense Federal 
Acquisition Regulation Supplement 
252.204-7012 is undergoing a rule 
change, Arrington noted. This will 
be completed in October. DFARS 
252.204-7012 and National Institute 
of Standards and Technology Special 
Publication 800-171 are the current 
regulations for storing, transmitting and 
processing defense information.   

“You will not see the CMMC in any 
Department of Defense contracts or 
RFPs until the rule change is complet-
ed,” Arrington said. 

Evans said the Pentagon is changing 
the Defense Federal Acquisition Regula-
tion in accordance with CMMC. The 
department has developed a draft rule 
requiring that CMMC regulations be 
attached to future contracts. 

“This process is a little bit more for-
malized,” he said. 

CMMC Regulations on the 
Way Despite Pandemic
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To pass the rule, officials will first 
need to have a public meeting to gather 
feedback from stakeholders and out-
side parties including NDIA, Evans 
noted. However, this process may be 
affected by the inability to gather large 
crowds in public spaces due to COV-
ID-19 restrictions. 

They “have started to have conver-
sations around delays in that process 
because of the limitations on their abil-
ity to have a public meeting,” he said. 
“The rule-making process is potentially 
stalled because of the fact that they 
can’t do a public meeting.”

The new rules will still take time 
to implement because they cannot 
be inserted into an active contract, 
Arrington noted. 

“We have to go through an acquisi-
tion cycle,” she said. “Most of our acqui-
sition contract strategies are one base 
year plus four option years. So if you’re 
on a contract today that is not due to 
come out for recompete for three years, 
you are not going to be required to get 
a CMMC certification if you’re bid-
ding only on that work for the next few 
years.” 

By 2026, all Pentagon contracts will 
require CMMC certification, according 
to officials.

The majority of companies will need 
to achieve CMMC level 1 certifications, 
Arrington said. Prime contractors will 
likely need to meet higher levels than 
subcontractors. 

“Most of you … just need to get 
the level 1 which is simple things like 
access controls and passwords and mak-

ing sure you have antivirus software on 
your computers and that you’re actually 
updating them and you have a way to 
download patches if needed,” she said. 

Evans said that he is “cautiously 
optimistic” that CMMC will continue 
to stay on track despite COVID-19. 
Although some Defense Department 
programs may be experiencing delays 
of up to 60 to 90 days, CMMC is one 
of the department’s high priorities, he 
noted. 

“It is plausible that they’re kind of 
allocating resources internally to priori-
tize keeping CMMC implementation 
on track,” he said. 

Stuart Itkin, vice president of product 
management and marketing at Exostar, 
a Herndon, Virginia-based supply chain 
management company, said members of 
the defense industrial base are already 
working on bolstering their cybersecuri-
ty practices to prepare for the new rules 
and stop intellectual property theft. 

“Some suppliers are looking at it from 
a risk perspective and they understand 
that the intellectual property, the [con-
trolled unclassified information] that is 
being exfiltrated — that is being stolen 
— actually belongs to them,” he said. 
“They are the ones that are experienc-
ing the loss.” 

In May, Exostar released a cyber-
security tool geared toward helping 
companies score their existing policies 
and procedures, he said. The firm is not 
charging customers to use its tool to 
reach the first level of CMMC certifica-
tion, he noted. 

Implementing CMMC regulations 

is intended to help companies reduce 
the risk of losing their IP, he said. The 
United States has been working to 
deter adversaries such as China from 
stealing information from defense con-
tractors. 

“Compliance is intended to be a 
proxy for security,” he said. “Implement-
ing those practices or implementing 
those regulations should reduce the risk 
… of IP loss.” 

The increase in teleworking due to 
COVID-19 has highlighted the need 
for companies to review their policies 
to ensure employees are following safe 
cybersecurity practices from home, he 
noted. 

“The teleworking has had a real 
impact on expanding the attack surface 
that adversaries look at,” he said. It 
is “exposing vulnerabilities that may not 
have been as apparent as in the past. … 
One of the things that we’ve empha-
sized to organizations is that they look 
and they review their work-from-home 
policies.”  

Evans said improving cybersecurity 
practices in advance of the CMMC 
rollout may help companies stave off 
a potential increase in cyber threats as 
contractors continue teleworking. 

“That’s going to help them not only 
prepare for the CMMC adoption down 
the road, but also allow them to thwart 
some of those increased number of 
threats as … their workforce is more 
dispersed,” he said. 

Arrington encouraged industry to 
get a head start on meeting the new 
requirements, noting that companies 
can download the model and begin 
implementing some practices that 
would help them meet level 1 standards

“Waiting isn’t an option for any of 
us,” she said. “This is just a … when life 
gives you lemons, make lemonade” situ-
ation. 

However, meeting these require-
ments may be more difficult for smaller 
businesses that are already hurting 
economically from the pandemic, Evans 
noted. The Small Business Administra-
tion and other government agencies are 
in discussions about potentially provid-
ing financial assistance for certification, 
he said.

“There are the financial constraints 
that are likely affecting small businesses 
that may inhibit their ability to make 
cyber-related investments at this point 
in time,” he said. ND

iS
tock illustration



24    N AT I O N A L  D E F E N S E  •  J U LY  2 0 2 0 

BY CONNIE LEE
The COVID-19 pandemic may 
open the door for China to 

acquire U.S. companies struggling during 
the economic downturn that has been 
wrought by the virus, lawmakers and 
officials are warning. 

Rep. Jim Banks, R-Ind., recently intro-
duced a bill intended to mitigate the 
threat. “We fully expect these types of 
tactics and strategies to continue on the 
part of the Chinese,” Banks told Nation-
al Defense. “This is a preventative mea-
sure to block these types of predatory 
acquisitions while America’s economy is 
on its knees due to the coronavirus.” 

The bill — known as the Restrict-
ing Predatory Acquisition During 
COVID-19 Act — would expand the 
number of potential acquisitions that 
are reviewed by the Committee on 
Foreign Investment in the United States 
and approved by the president. CFIUS 
is responsible for reviewing potential 
national security considerations of for-
eign investments in U.S. companies. 

Additionally, the legislation would 
prevent companies with ties to the 
Chinese government from owning more 
than 51 percent of shares in certain 
firms. 

These U.S. firms include critical infra-
structure under the Defense Production 
Act of 1950; organizations engaged in 
production and dissemination of news 
media; or entities otherwise determined 
to be critical to national security, critical 

infrastructure, or culturally significant by 
the president, the legislation stated. 

Foreign acquisitions are national secu-
rity concerns because they can lead to 
intellectual property theft, Banks said. 

In recent years, Pentagon officials have 
worked to bolster the cybersecurity of 
its suppliers to prevent Chinese organi-
zations from stealing important program 
information. The U.S. government has 
made other moves such as restricting 
equipment from Chinese telecommuni-
cations company Huawei. 

Banks said critical infrastructure com-
panies within the national security realm 
will continue to be likely targets. 

“Often those acquisitions will occur 
— or get some ways down the process 
of the acquisition [before] becoming 
final — and then they rip off the IP, take 
it back to China and let those compa-
nies sort of dry up on the vine,” he said. 
“We fully anticipate that their tactics 
will continue.” 

Undersecretary of Defense Ellen Lord, 
the Pentagon’s top acquisition official, 
has also expressed concern over adver-
sarial foreign investments during the 
pandemic. 

“It presents a greater attack surface, if 
you will, as there is uncertainty especial-
ly with small businesses as to whether 
their contracts will continue,” she said 
during a Pentagon press briefing in 
March. “We want to, basically, mitigate 
that uncertainty.” 

Former Deputy Assistant Secretary 

of Defense for Industrial Policy Jennifer 
Santos said tools such as the Commit-
tee on Foreign Investment in the United 
States will be “more important than 
ever.” Santos departed her position at 
the Pentagon in May, and will move 
over to a new role in the Navy.

Additionally, the Defense Depart-
ment has been holding virtual events 
under the Trusted Capital Marketplace 
program, which aims to help defense 
companies find funding from trustwor-
thy sources.  

“This program has been launched to 
get to the left of CFIUS by ensuring 
that critical companies are able to access 
clean capital that assists their com-
mercialization,” Santos said during the 
briefing. 

The Small Business Administration 
has so far allocated over $350 bil-
lion to small businesses in the United 
States, Lord said in April. The program 
was part of the $2 trillion Coronavirus 
Aid, Relief and Economic Security, or 
CARES Act, passed in March. 

The Defense Department’s Office of 
Small Business Programs has also been 
holding webinars warning companies 
about possible foreign investment during 
the pandemic, she said. 

“The foreign investment issue is some-
thing that I have been tracking for the 
last couple years,” Lord said. “There is no 
question that we have adversarial capital 
coming into our markets for nefarious 
means.” 
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Other countries have been preparing 
themselves for potential company acqui-
sitions by China during the pandemic as 
well, according to GlobalData, a United 
Kingdom-based data and analytics firm. 
For instance, India updated its foreign 
direct investment policies in April to 
require government approval for all 
investments from countries along its 
borders. Germany, Spain, France and 
Italy have also passed rules to prevent 
“hostile takeovers and investments,” 
GlolbalData said. 

“Chinese companies’ acquisition of 
distressed foreign assets at much cheap-
er price[s] during [the] COVID-19 pan-
demic remains an area of concern with 
governments across several countries 
tightening their foreign direct invest-
ment policies,” Aurojyoti Bose, lead ana-
lyst at the organization, said in a news 
release.  

From January to April 2020, China 
announced 57 outbound mergers and 
acquisitions worth $9.9 billion and 145 
outbound investments worth $4.5 bil-
lion, according to GlobalData. Nations 
where those key investments were made 
included the United States, India, the 
United Kingdom, Hong Kong, Japan, 
France, Germany, South Korea and Aus-
tralia. 

To address multiple concerns involv-
ing China, Republican lawmakers 
formed a China task force in May. The 
task force is divided into five subcom-
mittees to handle various issues such as 
those related to technology, propaganda 
and surveillance, Banks said. 

“There are a lot of other issues we 
have to address, like empowering CFIUS 
to be a more effective adjudicator of 
these types of investments,” he said.  

However, Banks’ bill and other legisla-
tion being put through the China task 
force does not currently have bipartisan 
support. Banks noted that the ongoing 
pandemic is delaying potential votes in 
Congress, and if the GOP is unable to 
move legislation forward, it may look 
at inserting language regarding Chinese 
acquisitions into the fiscal year 2021 
National Defense Authorization Act. 

“I do sense there’s a window of oppor-
tunity here to address some major issues 
that have been on the back burner for 
far too long,” he said. “The NDAA pres-
ents an opportunity for us to raise this 
legislation and a lot of other issues.” 

The task force is putting together a 
report to address Chinese threats, he 

noted, which is slated for release in 
October. 

“Hopefully, that will be post-NDAA,” 
he said. “I see the upcoming NDAA 
as the holy grail of tackling the China 
threat in the near future or for many 
years to come.” 

If China does push to take advantage 
of the downturn in the economy, it will 
likely target companies that are “not 
well known, are not glamorous,” but are 
key parts of the defense industry, said 
Elisabeth Braw, director of the Modern 
Deterrence Project at the Royal United 
Services Institute, a London-based think 
tank.

For example, there may be a company 
that specializes in a key part for a tank 
or an aircraft such as the F-35, she said.

“If something happens to them, that 
can’t be made anymore,” she said in an 
interview. “Supply chains are incredibly 
fragile.”  

China tends to purchase companies 
that will help it meet its strategic aspira-
tions, such as those outlined in its “Made 
in China 2025” plan, she noted. The 
policy outlines Beijing’s intention to 
improve its manufacturing presence in 
high-tech fields.  

Additionally, China has been known 
to attempt to retaliate against countries 
that make moves that upset Beijing, she 
noted. 

“When a country is planning to do 
something that China 
doesn’t like, then they send 
an ambassador or a foreign 
ministry spokesperson who 
says, ‘Oh yeah, there will 
be consequences,’” she 
said. This occurred in 2010 
when Norway awarded 
a Nobel Peace Prize to 
a Chinese dissident, she 
noted. 

Chinese state media outlet The Global 
Times said in a May article that U.S. offi-
cials involved in legislation against China 
may be added to Beijing’s sanctions list. 
This may include sanctions against Mis-
souri Attorney General Eric Schmitt 
for filing a lawsuit against Beijing for 
damages caused by the pandemic. The 
sanctions list includes at least four con-
gressmen, according to the article. 

“China won’t just strike back symboli-
cally, but will impose countermeasures 
that will make them feel the pain,” the 
state media article said. 

Banks said he would not be intimidat-

ed to back off by Chinese propaganda. 
“In fact, at a time like this, it’s time 

to ratchet up the pressure,” he said. “My 
constituents know full well what China 
has done to our economy to take our 
jobs, steal our intellectual property, [as 
well as] the military threat that China 
poses.” 

Banks’ bill would also limit Chinese 
firms from purchasing U.S. media com-
panies. “The big picture here is that if 
the totalitarian regime of China is able 
to purchase Western media, which tradi-
tionally has been open and fair, and they 
broadcast their propaganda in the Unit-
ed States of America, that’s a dangerous 
path forward on their part,” he said. 

Additionally, the United States needs 
to be cognizant about using cell phone 
apps owned by Chinese companies, he 
said. Beijing has pushed to expand its 
influence by developing or acquiring 
companies such as TikTok and Grindr, a 
popular dating app, he noted. 

“Before you download an app, …  you 
should know the origin of the app [and] 
who controls it,” Banks said. 

One way to prevent China from 
expanding its reach into U.S. industry 
would be to reduce the United States’ 
dependence on Chinese suppliers, Braw 
noted. 

“U.S. companies can prepare by not 
using a single-source supply chain in 
China,” she said. “The way in which 

China would retaliate 
against the U.S. would be 
to harm the U.S. economy. 
And if U.S. companies are 
not completely dependent 
on Chinese suppliers, then 
it wouldn’t be effective — it 
would be much more lim-
ited.” 

Braw said if Chinese 
organizations plan to take 

advantage of the pandemic to facilitate 
acquisitions, they will likely do so later 
down the line when U.S. companies 
begin running out of resources, which 
could happen between six months to a 
year from now. 

“Most companies have some sort of 
cash reserves, or some sort of govern-
ment support,” Braw said. However, 
as time goes on “many companies will 
have used up that reserve or there won’t 
be government support anymore. And 
that’s when … [the] crisis will begin, or 
this trend of predatory acquisitions will 
become visible.” ND
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BY MANDY MAYFIELD
As the Navy’s first medium-
sized robotic ship, Sea Hunter, 

sails the waters off the California coast, 
its next iteration is being built in a ship-
yard thousands of miles away in Missis-
sippi.

Construction on Sea Hunter II will be 
completed by the end of the year, offi-
cials at lead contractor Leidos say.

The two robo-ships may be a harbin-
ger of things to come as the Navy uses 
the prototypes to develop tactics, tech-
niques and procedures and ponders how 
to integrate them into operations.

In 2017, the Official of Naval 
Research tasked Leidos to develop Sea 
Hunter II — an autonomous unmanned 
surface vehicle — with a $43.5 million 
contract to build the platform.

Leidos developed the first Sea Hunter 
under the Defense Advanced Research 
Projects Agency. It was christened in 
2016 as part of the agency’s anti-subma-
rine warfare continuous trail unmanned 
vessel program.

“Every single decision that has gone 
into Sea Hunter I and Sea Hunter II 
was all about redundancy because there 
would not be a human on there to go 
change a filter or go flip a switch,” said 
Donnelly Bohan, vice president 
and division manager of the mari-
time systems division at Leidos. 
“We also needed that vessel when 
it was underway to behave and to 
be trusted just like a manned ship 
would behave.”

Sea Hunter II is currently 
under construction at a plant in 
Gulfport, Mississippi. Leidos has 
created a “hub” for unmanned 
surface vessel development in 
the region, with testing and 
integration in Long Beach, Mis-
sissippi — just a few miles from 
the Gulfport plant — to produce 
robotic ships, said Dan Brintzing-
hoffer, vice president of maritime 
business development at Leidos.

“We’ve co-located the develop-
ment, the hardware integration 
and the construction of the ship 
into one location ... in the Gulf-
port-Long Beach area,” he said during 

a call in March. A subcontractor, United 
States Marine Inc., is constructing the 
boat.

Portions of the capability being devel-
oped at the Long Beach facility include 
construction of the interior electronic 
systems, electrical distribution capabili-
ties and construction of what “houses 
the brains of the system,” Brintzinghoffer 
noted.

Bohan said Sea Hunter II should be in 
the water by the end of the year.

The vessel is “well out of the mold,” 
Bohan said. “It was in a mold for about 
three to four months [and] it is being 
outfitted right now at our subcontrac-
tor.” The company is also vying for con-
tracts for the Navy’s Medium and Large 
Unmanned Surface Vehicles, which it 
would build in its new Mississippi facil-
ity, Bohan said.

Capt. Pete Small, program manager 
for unmanned maritime systems in the 
program executive office for unmanned 
and small combatants, said last year that 
Sea Hunter I is being used by the Navy 
as a learning tool.

“It absolutely did influence the RFP 
that is on the street now for the medium 
USV, and we worked very closely with 
ONR and DARPA and all of the folks 

who have been operating Sea 
Hunter and have been involved 
in the development of that,” he 
said during a conference hosted 
by the Association for Unmanned 
Vehicle Systems International in 
Washington, D.C.

Naval Sea Systems Command 
released a request for proposal for 

a detail design and fabrication contract 
for a medium unmanned surface vehicle 
(MUSV) on July 16, 2019.

“Based on feedback from industry, 
this RFP was amended twice,” Naval Sea 
Systems Command spokesman Alan 
Baribeau told National Defense.

The Pentagon is evaluating responses 
from industry and expects to award the 
MUSV contract in fiscal year 2020, he 
said. The service will take advantage of 
rapid prototyping efforts and is expect-
ing to deliver the first prototype for the 
vehicle in early fiscal year 2023.

The president’s 2021 budget request 
for the Navy also includes funding for a 
second MUSV prototype in 2023.

“The detail design and fabrication RFP 
contains options for up to nine USVs, if 
additional funding is provided in future 
budget years,” Baribeau said. “The Navy 
will continue to assess the MUSV acqui-
sition plan and has the option to conduct 
new or additional competitions, if war-
ranted,” he said in an email.

Ronald O’Rourke, specialist in naval 
affairs at the Congressional Research Ser-
vice, in a recent summary of the Navy’s 
unmanned vessel ambitions, said the 
sea service is requesting $580 million in 
R&D funding for the unmanned surface 
and undersea technologies in the 2021 
budget request.

The Navy defines medium unmanned 
ships as being 45 feet to 190 feet long, 
with displacements of roughly 500 tons. 
The large vessels are 200 feet to 300 feet 

in length and have full load displace-
ments of 1,000 tons to 2,000 tons, the 
report said.

Baribeau said MUSVs will aid the 
service in producing, deploying and 
disbursing intelligence, surveillance, 
reconnaissance and electronic warfare 
capabilities and provide distributed situa-
tional awareness and sensing to the battle 
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force. The platform will be a component 
of the Future Surface Combatant Force 
— a framework for a family of ships and 
systems that includes the future Large 
Surface Combatant, Small Surface Com-
batant and Large Unmanned Surface 
Vessel.

One point of discussion is how the 
Navy can protect such assets from being 
boarded or captured.

For the MUSV, the service will utilize 
early prototypes to gain operational 
experience with the vehicles before full 
production, Baribeau said.

“The Navy’s USV test and experi-
mentation plan that is in development 
with the Surface Warfare Development 
Squadron will investigate operational 
and material options to minimize risk of 
vessel compromise,” he noted.

Seth Cropsey, director of the Center 
for American Seapower at the Hudson 
Institute, said boarding and capturing 
unmanned vehicles is an issue the service 
will have to overcome.

A few ways to solve the problem are 
having unmanned vehicles “operating 
together with manned surface ships … 
[and] by having a cluster of USVs that 
can detect and respond to efforts to cap-
ture it,” he said in an interview.

Larry Ryder, senior director of busi-
ness development and customer relations 
at Austal USA, said anti-tampering — 
including cyber hardening — is a neces-
sity.

“If you are going to be distributed and 
have a lot of these things spread all over 
the place, you have got to be able to 
ensure that you are not feeding some-
body else’s fleet,” Ryder said.

Austal USA believes in the future of 
unmanned surface ships and has been 
investing its own research-and-devel-
opment dollars into the technology, he 
added. In addition, it is working with the 
Pentagon’s Strategic Capabilities Office 
on autonomy for surface ships.

“We took the approach of how do 
you design a ship from the keel up to 
be totally unmanned or autonomous? 
Because you make several choices on 
design decisions,” he said.

The company has several designs 
based on the Navy’s requirements for 
the medium and large unmanned ship 
programs.

When designing a fully autonomous 
ship, many constraints put in place to 
accommodate crews on manned plat-
forms are thrown out the window, he 
noted.

“You are much more efficient in the 
use of space and you’re not spending 
money on these aspects. You get a much 
more efficient platform,” he added. That 
translates to more fuel, bigger payload or 
increased speed.

Cropsey said: “The question is: ‘What 
is its best application now and thinking 
ahead, can we look at how this is going 
to change?’” he asked. “Because as with 

any innovation in warfare or 
outside of it, one development 
leads to another.”

These types of capabilities 
give flexibility to fleet com-
manders and complicate 
problems for adversaries by 
increasing the number of vessels 
brought to a fight, he said.

“I think one of the limitations 
is that you don’t get the same 
advantages with an unmanned 
vehicle in terms of visible pres-
ence that you do with a ship 
that has a crew aboard it,” he 
said.

One aspect of manned ships 
that could be difficult to dupli-
cate in unmanned vessels are the 
“feelings” they create for sailors, 
Cropsey said. Everything from 
mechanical problems to smells 
aboard manned platforms create 
a different means of learning or 
understanding how to maintain 

the vessel, he noted.
“An experienced crew has a feeling 

for a ship that it may take a while for 
computers to reproduce — smells, vibra-
tional movement, response to the helm 
— all these things that are not beyond 
the computer’s ability, but it requires an 
advanced kind of understanding to put 
all these things together and make sense 
of them,” he said. “I think that time may 
come, but I don’t think it’s here” yet.

DARPA is taking the concept even 
further with its No Manning Required 
Ship, Ryder said.

“They don’t want any human activity 
on the ship for at least a year,” he said. 
Designing a vessel that needs oil changes 
every three months for such a concept 
would not work.

DARPA wants to “remove the human 
element from all ship design consider-
ations,” according to its program fact 
sheet. “The program intends to demon-
strate significant advantages, to include 
size, cost, at-sea reliability, survivability to 
sea-state, and survivability to adversary 
actions such as stealth considerations and 
resistance to tampering.

“The program also will strive for 
greater hydrodynamic efficiency via hull 
optimization without requirements for 
crew safety or comfort,” DARPA said.

As far as designing ships, “it’s a new 
mentality, but I think that’s where we 
are headed,” Ryder said. ND

— Additional reporting by Stew Magnuson
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BY YASMIN TADJDEH
Special Operations Command 
is investing in new technologies 

and weapons with an eye toward balanc-
ing its current counterterrorism missions 
with great power competition. 

Command leadership and program 
executive officers met with industry 
virtually in May to share details on new 
hardware and software initiatives at the 
Virtual Special Operations Forces Indus-
try Conference, which was hosted by the 
National Defense Industrial Association. 

SOCOM’s most wanted capabilities 
include: biotechnologies/human inter-
face; network and data management; 
next-generation effects/precision strike; 
next-generation intelligence, surveillance 
and reconnaissance/tactically relevant 
situational awareness; hyper-enabled 
operator; and next-generation mobility, 
according to officials.

One of the command’s most high-
profile efforts is the hyper-enabled 
operator concept, which is meant to give 
operators enhanced cognitive capabili-
ties on the battlefield, said James Smith, 
SOCOM’s acquisition executive.

“We’re talking about … improving 
your cognitive overmatch at the edge,” 
he said. “The edge for us … is this small 
unit, individual operator, operating in a 
remote, austere environment.”

Army Col. Ryan Barnes, director of 
SOCOM’s Joint Acquisition Task Force, 
said the hyper-enabled operator concept 
will give commandos better access to the 
internet of things, which refers to a sys-
tem of interconnected devices.

Many of the technologies SOCOM 
wants to give warfighters — such as 
facial recognition systems — already 
exist in the commercial space, so officials 
are looking to integrate commercial-off-

the-shelf and government-off-the-shelf 
materials into a consolidated solution, he 
said.

“We are looking to put those types of 
sensors and communication devices on 
an operator collecting information in the 
operational environment,” he said. The 
system would be able to analyze data in 
near real time using advanced analytics. 
That would be a marked improvement 
over older technology that could some-
times take hours, days or even weeks to 
crunch data, he added.

Lisa Sanders, director of science and 
technology at Special Operations Com-
mand, said SOCOM wants to give oper-
ators the same access to information that 
they are accustomed to accessing outside 
working hours.

“The hyper-enabled operator work 
that we’re focusing on really is about 
getting that capability [of connectivity] 
that you assume that you have in your 
personal life in a tactically relevant envi-
ronment, and being able to adapt as that 
environment changes,” she said during a 
media roundtable.

Special Operations Command is also 

SOCOM’s Tech Initiatives 
Reflect Old, New Mission Sets
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interested in developing 
new artificial intelligence 
technology for its weapons 
platforms, said SOCOM 
Commander Army Gen. 
Richard Clarke.

“Artificial intelligence and 
machine learning efforts are 
integrated into most of our 
major PEO programs, and 
we’ll continue this,” he said.

SOCOM is in a “war for 
influence” against its adver-
saries, making military infor-
mation support operations, 
or MISO, ever more critical, he said. 
MISO was once known as “psychological 
operations.”

“As we look at the ability to influence 
and shape in this [information] environ-
ment, we’re going to have to have arti-
ficial intelligence and machine learning 
tools, specifically for information ops 
that hit a very broad portfolio, because 
we’re going to have to understand 
how the adversary is thinking, how the 
population is thinking, and work in these 
spaces” to conduct information opera-
tions at a fast pace, he said.

“If you’re not at speed, you won’t be 
relevant,” Clarke added. “What we need 
is adapting data tech that will actually 
work in this space and we can use it for 
our organization.”

Clarke noted that the command is 
already using AI for tasks such as predic-
tive maintenance, as well as enabling 
mission command on the tactical edge.

The command is also developing new 
technology for its aviation platforms.

Air Force Special Operations Com-
mand will attempt to fire a high-energy 
laser weapon from an AC-130J aircraft 
by 2022, said Air Force Col. Melissa 
Johnson, program executive officer for 
fixed-wing programs.

AFSOC has pursued the goal of 
employing a directed energy weapon 
from one of its Ghostrider gunships for 
the past five years. It has so far carried 
out a series of studies and ground tests, 
in partnership with the Naval Surface 
Warfare Center at Dahlgren, Virginia.

“This is pretty exciting. And if it is 
successful — and we are planning for 
success — then it will feed into our new 
requirements and potentially a new pro-
gram down the road,” Johnson said.

The tests — largely organized by 
Dahlgren — have so far been ground 
based, but the demonstration of a 

60-kilowatt weapon that is 
scheduled to occur by the end of 
fiscal year 2022 will take place 
aboard an aircraft, she said.

For its rotorcraft inventory, 
Special Operations Command 
plans to replace its Black Hawk 
helicopters with an iteration of 
the Army’s Future Long-Range 
Assault Aircraft, and may also 
replace its H-6 Little Bird platforms 
with a version of the Future Attack 
Reconnaissance Aircraft, said Geoff 
Downer, the command’s incoming pro-
gram executive officer for rotary wing. 

The future systems, also known as 
FLRAA and FARA, are being spear-
headed by the Army’s future verti-
cal lift cross-functional team. Special 
Operations Command is closely tied to 
the effort and is investing research-and-
development funds directly into the pro-
grams to help inform the designs to align 
with SOCOM requirements, Downer 
said.

“We are working collaboratively with 
the Army,” he said. “They’re still defining 
what their mission equipment packages 
are, so we’ve defined our overarching 
requirements.”

Another Army effort the command 
has its eye on is the service’s next-
generation squad weapon, said Col. Joel 
Babbitt, program executive officer for 
SOF warrior.

When asked if the command plans 
to adopt the new weapon, Babbitt said: 
“Yes, absolutely.”

“As the Army moves forward, we are 
absolutely cheerleaders for that effort,” 
he said. “Our partnership with PEO 
Soldier out of the Army … is absolutely 
strong.”

The service’s next-generation squad 
weapon program has been one of the 
Army’s most high-profile soldier lethali-

ty efforts. Besides new 
weapons, the program 
also includes the 
development of a new 
6.8 mm round that is 
expected to be more 
lethal than the cur-
rent 5.56 mm NATO 
ammunition.

In August 2019, 
the Army awarded 
other transaction 
authority agreements 
to Sig Sauer, General 
Dynamics Ordnance 

and Tactical Systems and Textron 
Systems, which are all providing 
prototypes for soldier evaluation.

Delivery of weapons and ammo 
for formal test and evaluation is 
slated for December of this year.

Noting that 70 percent of Special 
Operations Command’s deployed 
forces are part of the Army com-
ponent, Babbitt said the command 
has participated in multiple soldier 

touchpoints to provide input regarding 
the weapon and the accompanying 6.8 
mm ammo.

“That certainly is a great capability 
that we see coming forward,” he said.

For Navy SEALs, the command wants 
cutting edge technologies that can make 
its undersea and surface craft more lethal 
and survivable.

John Bailey, chief engineer for program 
executive office maritime, said SOCOM 
has a technology insertion roadmap 
and a detailed list of items it needs to 
enhance its new platforms.

The vehicles include undersea plat-
forms such as the SEAL Delivery Vehi-
cle MK 11 and dry combat submersible, 
and surface systems such as the Com-
batant Craft Assault, Combatant Craft 
Heavy and Combatant Craft Medium.

“The base capability is really there but 
there is a technology insertion roadmap 
aligned with [the] National Defense 
Strategy to really enhance our competi-
tive edge,” Bailey said.

Capt. Kate Dolloff, program executive 
officer for maritime, noted that unlike 
special operations PEOs for aviation and 
land forces that rely heavily on adapting 
technologies developed by the Air Force 
and Army, most of the platforms her 
office develops are unique.

“We get a lot of support from the 
Navy as subject matter experts, but we 
do not get much in the way of hard-

A
rm

y photo by S
taff S

gt. M
arcus F

ichtl

 of
and

prototypes

for
slated

forces
ponent,

SCAN 
THIS 

IMAGE

See Navy 
SEALs in 
action.

Navy SEALs train with Greek 
special operations forces.



30    N AT I O N A L  D E F E N S E  •  J U LY  2 0 2 0 

ware,” she said.
To enhance survivability, all of the 

surface boats used by SEAL teams are 
receiving forward-looking infrared sen-
sors to “detect, recognize, identify, range, 
track and highlight objects of interest in 
the maritime environment,” according 
to a presentation slide. Twenty-one of a 
planned 58 systems have been delivered.

PEO maritime’s technology areas of 
interest for fiscal years 2020 to 2024 
include enhanced undersea communica-
tions and networking. Unlike some of 
the command’s other capabilities, these 
are technologies that are normally devel-
oped along with the Navy, Bailey said.

Meanwhile, the program executive 
office for command, control, communi-

cations and computers, or C4, is working 
to provide operators with adaptive, flex-
ible and scalable communications, said 
head of the office Deborah Woods. To 
get at that, it is investing in new technol-
ogies such as edge computing coupled 
with smarter algorithms and data assets.

Its modernization priorities are 
focused on overmatch technology to 
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SOCOM Gung-Ho  
On Biotechnologies
n Special Operations Command has listed 
biotechnologies as one of its top technology 
needs and is examining how it can improve 
the performance and health of its comman-
dos.

Biotechnologies are “a big area of empha-
sis with us,” said Lisa Sanders, the head of 
SOCOM’s science and technology office, 
and investments are increasing in the area.

Special Operations Command is partner-
ing with groups such as the Defense Health 
Agency, the Defense Advanced Research 
Projects Agency and academia to get ahead 
on biotechnology research, she said during 
the National Defense Industrial Association’s 
Special Operations Forces Industry Confer-
ence which was held virtually in May due to the COVID-19 
pandemic.

James Smith, SOCOM’s acquisition chief, noted that 
investment in biotechnology is crucial because operators 
cannot necessarily count on medical evacuation during the 
“golden hour,” which is the idea that if a wounded service-
member can be brought to a point of care within an hour, 
their chances of survival increase exponentially. 

“Often our SOF are operating outside of that golden 
hour,” he said.

The command is particularly interested in providing new 
capabilities to combat medics. Projects in this area include 
the use of freeze-dried plasma, taking advantage of artificial 
intelligence to enable medics to make a rapid diagnosis, and 
new tourniquet designs.

SOCOM was an early adopter of freeze-dried plasma, 
Smith noted. Partner nations such as France and Germany 
had been working with freeze-dried plasma for a few years, 
so SOCOM piggybacked off that effort and conducted 
a limited experiment alongside the U.S. Food and Drug 
Administration with operators. 

“Freeze-dried plasma has absolutely saved lives in the 
battlefield,” Smith said. 

A long-term effort to further develop the technology is 
being led by the Army as the service pursues a freeze-fried 
plasma product for full FDA acceptance, he added.

In the meantime, the command is “illuminating that 
conversation, showing the art of the possible and how that 
works,” Smith said.

SOCOM is also looking at biotechnologies to improve 

human performance. “How do I 
maintain and optimize my warfighters 
ability to do their mission?” Sanders 
asked. Special Operations Command 
wants to develop technologies that 
can prevent injuries before they occur 
and rehabilitate operators from exist-
ing wounds faster. 

The command is also looking at 
ways to improve cognitive awareness. 
It is currently undertaking a study 
to examine the long-term effects on 
brain health of repetitive, low-level 
blast exposure, Smith said. 

“Exposure to blast [is] obviously a 
huge concern for the entire force,” he 
said. “Our special operators train at a 
rate that their blast exposure — even 
to mild blasts — is probably greater 
than their peers in the services.”

The study will utilize technologies such as artificial intel-
ligence and machine learning to analyze data, he added.

Enhancing rest is another area of interest for the com-
mand.

“The first thing that our operators are going to ask … for 
is, ‘Get me [the benefits of] eight hours of sleep when I only 
have two hours to close my eyes,’” Smith said.

SOCOM is now looking at imagery of brainwaves so it 
can safely rejuvenate its operators even when they are pre-
paring for difficult missions, he added.

Optimizing operators’ performance is a key area of inter-
est for the command, Sanders said.

“The human is the most important element of the SOF 
formation,” she said. “It’s not because they’re the strongest, 
fastest, toughest guys out there. It’s because they’re stinking 
smart.”

The command wants to give operators the tools to be at 
peak performance, Sanders said. Those could include better 
nutrition to improve commandos’ health and decision mak-
ing. It also wants to monitor for toxins that may be in an 
operator’s environment to ensure they are not being overly 
exposed.

It’s about “optimizing their ability to do things within the 
normal performance range,” Sanders said. The command is 
not trying to create “super soldiers,” she added. 

Smith said: “We don’t like that term.” There is no inten-
tion of permanently altering commandos physically or men-
tally.

“It implies doing things to the soldier that could have 
negative long-term effects,” he added.  - YASMIN TADJDEH

An operator 
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support the National Defense Strategy 
and great power competition, while con-
tinuing to provide capabilities to support 
Special Operations Command’s counter-
violent extremist missions, Woods said.

The program office has embraced 
acquisition agility, which is particularly 
crucial for its portfolio given the speed 
and dynamic nature of the technology in 
its space, she said. As it refreshes technol-
ogy, new capabilities or gaps may have 
emerged, Woods noted.

“Due to our limited investment 
resources, our focus on acquisition agil-
ity also means that we seek partnerships 
with academia, industry, other govern-
ment agencies or partners,” she said. 
“This might be in the form of intellectual 
information or as some type of monetary 
partnership.”

It is taking advantage of a variety of 
acquisition tools such as other transac-
tion authority agreements, technical 
experimentation events and cooperative 
research-and-development agreements, 
she added.

As it pursues new technology, Special 
Operations Command wants to better 
engage with industry and has launched a 
new platform to collaborate with com-

panies known as Engage SOF, or eSOF, 
Sanders said.

The new effort replaces SOCOM’s 
Technology & Industry Liaison Office, or 
TILO. “One of the problems that we have 
had with TILO in the past is that it can 
be ... very linear. It can be very hard to use 
— it’s [even] hard for us to use,” she said.

In the age of social media, people are 
now used to going on a website and chat-
ting with a real person in real time, she 
said. While Engage SOF is “not quite a 
live chat, … it does provide a web-based 
tool that can allow that kind of interac-
tive engagement,” Sanders said.

Meanwhile, Special Operations Com-
mand is grappling with the effects of the 
COVID-19 pandemic, which has roiled 
the Pentagon and defense industry.

So far, SOCOM has been able to avoid 
serious disruptions, Smith said.

“As the pandemic was coming on, I 
would have assumed that there would 
have been major impacts,” he said. How-
ever, minor issues that have appeared 
have only caused delays of a few weeks, 
Smith said.

“There have been some risks there 
but nothing substantial to date,” he said. 
“[I’m] really impressed by the flexibility 

of the force to keep things on track.”
The command is looking for “micro-

cracks” in its acquisition efforts that 
may be starting to form, he added. One 
potential problem that is being watched 
closely is how the pandemic will affect 
test events. Such events require a greater 
amount of caution and care to undertake 
during the pandemic because personnel 
are often required to travel. Addition-
ally, there has to be a realistic operational 
environment that may violate social dis-
tancing rules and involve numerous orga-
nizations and stakeholders, Smith said.

Each organization involved — which 
includes independent test agencies, indus-
try partners, the unit conducting the test 
and SOCOM’s program offices — needs 
to agree that “the risk to the mission of 
not conducting this test outweighs the 
risk to the force,” he said.

The service is considering how it can 
conduct such events safely, which may 
include requiring fewer participants to 
attend, or having them travel to the loca-
tion by vehicle instead of a crowded air-
plane where the odds of exposure to the 
virus would be higher, he added. ND

— Additional reporting by National 
Defense Staff
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BY JON HARPER
From the Jetsons to Blade Runner to James Bond to a 
multitude of other TV shows and films, popular cul-

ture has long been fascinated with the idea of flying cars. Now, 
the U.S. military is pursuing them — and it wants to take the 
public along with it.

But can science fiction be turned into science fact? That’s 
the aim of the U.S. Air Force’s Agility Prime initiative.

The service is racing to acquire “flying cars” — electric ver-
tical take-off and landing, or eVTOL, platforms — that can 
carry troops and equipment in ways that offer advantages 
over today’s military aircraft and vehicles. The systems are also 
referred to as “orbs,” advanced air mobility or urban air mobil-
ity.

“The vehicles that we’re exploring … [have] a lot of propel-
lers that get you up” in the air, Assistant Secretary of the Air 
Force for Acquisition, Technology and Logistics Will Roper 
told reporters during Agility Prime Launch Week. “They’re 
vertically oriented and then they transition over to being 
forward [oriented]. And there are multiple ideas and designs 
about how to do that.”

Most of the designs include tiltrotor or thrust vector control 
that would enable the platforms to take-off and land vertically 
like a helicopter but fly more like an airplane, he noted.

The concept may sound similar to the V-22 Osprey tiltro-
tor aircraft that Air Force Special Operations Command and 
the Marine Corps currently use. But officials noted there are 
significant differences between the envisioned orbs and the 
rotary-wing assets in today’s inventory.

The latter are “generally pretty expensive, they’re gener-
ally pretty loud … and they’re a little bit hard to fly,” said 
Brig. Gen. S. Clinton Hinote, deputy director of the Air Force 
Warfighting Integration Capability office. Officials want new 

32    N AT I O N A L  D E F E N S E  •  J U LY  2 0 2 0 

Air Force Aims to 
Turn Science Fiction 
Into Science Fact

Flying
Cars

B
ell concept art, N

A
S

A
 concept art, S

abrew
ing A

ircraft C
o. concept art

creo




Bell Nexus concept art NASA concept art

Sabrewing Rhaegal prototype



34    N AT I O N A L  D E F E N S E  •  J U LY  2 0 2 0 

systems that are quieter and smaller, less pricey and easier to 
pilot.

Key attributes of advanced air mobility vehicles would 
include: electric/hybrid propulsion and electric power source; 
manned, remote or 
autonomous operational 
capability; vertical take-
off and landing; and 
commercial off-the-
shelf. All would hover 
on rotors, but some may 
also have wings, accord-
ing to Col. Nathan 
Diller, Agility Prime 
team lead.

The systems would 
be different than air-
planes or automobiles, 
which require runways 
or roadways that could 
be destroyed by enemy 
fire or might not be available where U.S military forces 
are operating. They would not be like today’s drones 
because they would carry people, nor would they be like 
helicopters because they won’t be “big, loud and expen-
sive to build,” according to a presentation slide.

Roper estimated the price tag at a few hundred thou-
sand dollars to a few million dollars per unit. 

The anticipated lower lifecycle cost is a major draw for 
acquisition officials.

“What I love about these eVTOL vehicles, because they’re 
driven by hybrid and electric automotive technology, they 
appear to be exceptionally inexpensive to sustain and operate, 
which is a complete paradigm shift from what the Air Force is 
accustomed to, where most of the money we spend is operat-
ing costs,” Roper said.

Their electric propulsion and smaller size could make them 
quieter and harder to detect. Search-and-rescue missions are 
one scenario where the technology would be helpful because 
legacy assets are more vulnerable, officials say.

“It would be very 
hard to get those 
helicopters in and out 
[to recover personnel 
in enemy territory] 
because of the defen-
sive technologies that 
our potential adversar-
ies have,” Hinote said. 
In wargames, “one of 
the technologies that 
played really well 
inside of that story 
was Agility Prime,” he 
noted.

Such an aircraft 
would also be useful 

for special operations missions where low observability 
is critical, he noted.

Mitigating troops’ vulnerability is a major selling 
point for the Marine Corps, which is also pursuing the 
technology and is keeping an eye on developments 
with Agility Prime.

“We are very concerned with the threat right now 
and putting too many eggs in one basket,” said Col. 
Kevin Murray, director of science and technology and 
the rapid capabilities office at the Marine Corps War-

fighting Laboratory.
Using today’s rotary-wing platforms with dozens of Marines 

“packed in the back of these things, having to carry from ship 
to shore in a highly contested environment … could be super 
dangerous and we could get a bunch of people killed,” he said. 

n It’s a commuter’s fantasy to have their 
vehicle take flight and zoom over others 
stuck in rush hour traffic. The private 
sector and government agencies are 
working to make that flying car scenario 
possible, but a number of safety issues 
need to be addressed to make sure pas-
sengers don’t become casualties, experts 
say.

The Air Force’s acquisition, technol-
ogy and logistics chief is among those 
who dream of taking flight to avoid 
Beltway gridlock.

“It would just be really nice at some 
point in this job or after it to get to 
fly somewhere as opposed to driving,” 
Assistant Secretary Will Roper told 
reporters. Roper is the mastermind 
behind the service’s Agility Prime initia-

tive, which aims to help create a new 
advanced air mobility industry for both 
the commercial and defense sectors.

Initially, users might have to go to 
designated pick-up points similar to taxi 
stands to catch a ride, but eventually 
people might have access to them from 
home, he said. “We just go outside and 
fly someplace.”

Davis Hackenberg, advanced air 
mobility mission manager at NASA, 
expects the transportation mode to 
be a viable option for a wide range of 
consumers, not just the wealthy, as their 
usage increases.

“The price point for urban air mobil-
ity … should go down to something that 
is affordable to somebody like me that’s 
a government employee, for instance, 

a middle-class person,” he said during 
the Agility Prime Launch Week. “To get 
from an airport to my meeting down-
town, or maybe even from home to my 
meeting downtown, I could actually go 
spend that 40 or 50 bucks and fly to 
work.”

However, citizens will need to be 
comfortable with the technology before 
flying cars become a part of everyday 
life. Government agencies are trying 
to work through a number of issues to 
make that type of transportation safe so 
riders don’t end up in a fiery crash.

“As is true for any new transportation 
innovation, safety and public acceptance 
will be key to full development and 
deployment,” Secretary of Transporta-
tion Elaine Chao said. “Legitimate pub-
lic concerns about safety, security and 
privacy need to be addressed because 
without public acceptance, commer-

Urban Air Mobility Raises Safety Concerns
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“Disaggregation and having a swarming effect where you’re 
putting three or four Marines [in each orb] but converge upon 
the objective area simultaneously is of super importance to us 
right now.”

Another potential advantage of the vehicles is that they may 
be much easier to fly than legacy aircraft, which means more 
troops would be capable of operating them and require less 
training. In some cases, pilots might not be needed at all as 
vendors develop autonomous systems, Roper noted.

Other potential missions for advanced air mobility vehicles 
besides troop transport include: humanitarian assistance and 
disaster relief; intelligence, surveillance and reconnaissance; and 
cargo transport.

Because a key aim of Agility Prime is to work with commer-
cial industry, there are currently no plans to modify the design 
of the orbs for military use or arm them for strike missions.

“We will not put any military unique requirements on 
them because the last thing you want to hear as a commercial 
backer of one of these companies is that the military is coming 
in and changing a vehicle away from a type that would have 
domestic use,” Roper said. “We want to create a supply chain 
in the U.S. that is dual commercial and military.”

Additionally, the Air Force recognizes that some in the tech 
sector might feel uncomfortable developing lethal platforms or 
fear that doing so will hurt their brand.

“You can imagine that a lot of vendors are very focused on 
moving people around [and] having a good name association,” 
Roper said. “Arming them is not something that they may be 
interested in.”

However, the military has a long history of taking aircraft 
that were initially used to perform non-lethal missions and giv-
ing them a strike capability. Predator drones, which were first 
deployed as unarmed intelligence, surveillance and reconnais-
sance assets, are a well-known example.

“If subsequently we think arming [the 
orbs] makes sense that will be a choice for 

companies,” Roper said. However, “they will not have to put 
that on the table to be part of Agility Prime for step one.”

A unique aspect of the initiative is the extent to which it 
aims to boost — and piggyback off of — the commercial sec-
tor, while working with civilian agencies.

“When we put our market next to the commercial market, 
we’re tapping billions of dollars that we don’t have to spend, 
and now we’re pulling them into orbit around our mission as if 
it was our R&D money,” Roper said. Agility Prime will be the 
first multibillion dollar aviation program where the military 
won’t have to fund much of the research and development, he 
added.

Officials from across the government spoke at the virtual 
Agility Prime Launch Week event, and praised the Pentagon 
for its efforts to foster a new industry for the United States 
and create wealth and jobs.

“This technology has the potential to make vertical flight 
more affordable and more widely available,” Secretary of Trans-
portation Elaine Chao said. “With the encouragement of the 
U.S. Air Force and the entire federal government, American 
companies employing American workers can gain a head start 
and win a fair share of this lucrative market.”

Roper said it’s important for the United States to stay ahead 
of China and other military and economic competitors in this 
emerging sector.

Officials envision the average Joe zipping around cities in 
“urban air mobility” vehicles or even traveling from city to city 
in them. The Federal Aviation Administration is working on 
regulations and safety issues to make that feasible, and NASA 
is pushing an advanced air mobility national campaign that 

includes challenge competitions for inno-
vators. Diller said the Pentagon is working 
with the FAA and NASA to establish 

FUTURE OF FLYING CARS

cialization won’t be possible. So safety, 
which is my top priority, must be a 
major priority for developers as well.”

The Federal Aviation Administration is 
gaining extensive experience integrating 
new technologies such as drones and 
reusable rockets safely into the national 
airspace, she noted.

The agency is already working closely 
with a number of companies pursu-
ing advanced air mobility to certify the 
safety of their vehicles and their opera-
tions. It is also teaming with developers 
and other federal agencies to establish 
best practices and industry standards 
for the safe introduction of components 
including battery systems, automation 
and controls, Chao said.

Air traffic control, autonomy, cyberse-
curity and noise mitigation are just some 
of the issues that experts say need to be 
addressed. Government agencies such as 

the FAA and NASA have their work cut 
out for them.

“There are just dozens of really chal-
lenging problems that we’re going to 
have to go after,” said Robert Pearce, 
associate administrator for NASA’s aero-
nautics research mission directorate.

“We will use virtual means and so 
forth to bring traffic up, bring complex 
scenarios up … and just show that we 
can actually do this,” he said. 

Officials will have to demonstrate 
that they could handle the airspace 
operations and address safety issues as 
they arise, and that the vehicles could 
perform the necessary flight trajectories, 
approaches and departures from verti-

ports, he noted. 
Experts must “continue to elevate the 

maturity and the complexity of our abil-
ity to do that,” Pearce added.

A number of companies are working 
on prototypes now. Hackenberg said 
he expects some advanced air mobility 
vehicles will be safety certified in 2023.

“When we get those certified vehicles 
… we start being able to talk about 
commercial operations, actually moving 
cargo, actually moving people around,” 
he said.

Automation will be needed to enable 
widespread usage in cities, he noted.

Once “you get that complexity down 
and you get the public trust and you 
know that the vehicles are really some-
thing that’s accepted by the community, 
… you’re able to move into this higher 
density” operating environments, he said. 
- JON HARPER
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standards for the vehicles.
The Defense Department brings a lot to the table when it 

comes to assisting commercial companies, officials said, and 
it could help make the technology more widely available for 
public use sooner than it would have been otherwise.

“Our value proposition is access to our ranges, access to our 
safety engineers, and ultimately getting that safety certification, 
flight hours, and then a bill of sale with a steady customer in 
the United States Air Force,” Roper said. “We’re a great bridge 
market to not just get companies flight hours and build confi-
dence from regulators, certifiers of all types and local and state 
governments, but to also let companies start getting production 
scale up, which is important.”

How many orbs will the Air Force buy? That remains to be 
determined.

“It will depend on what missions they’re able to do and how 
well they do them,” Roper said.

The Air Force has released a special notice on Beta.SAM.gov 
laying out three areas of interest, or AOIs, for orbs.

The first is a platform that can carry three to eight person-
nel, have a range greater than 100 miles; maximum speed 
greater than 100 mph; and more than 60 minutes endurance.

The second is a vehicle that can carry one to two personnel; 
has a range greater than 10 miles; a maximum speed greater 
than 45 mph; and more than 15 minutes endurance.

The third is a cargo aircraft with a payload capacity upwards 
of 500 pounds; a range of more than 200 miles; a maximum 
speed greater than 100 mph; and more than 100 minutes 
endurance.

“We do see it certainly in this early stage as a family of solu-
tions, a family of different capabilities that are out there that 

we see providing value,” Diller said.
The Marine Corps is also pursuing multiple types of systems.
“We’re looking for small, medium and large platforms,” said 

Carmine Borrelli, director of unmanned logistics aircraft and 
ground systems at Marine Corps Headquarters. “We’re looking 
at maybe something like Marine Uber of the future.”

The Army is also working to modernize its rotorcraft, but 
electric vertical take-off and landing systems are not envisioned 
as a solution for the service’s initial future vertical lift initia-
tives, according to the FVL cross-functional team spearheading 
the modernization effort for Army Futures Command.

However, Army officials are “familiar with the Air Force 
efforts and are in contact with the Agility Prime program to 
monitor the eVTOL technologies,” the cross-functional team 
said in an email. “While it is premature to assess how much 
the Army can capitalize on the commercial eVTOL air vehicle, 
we are optimistic about advances in related technology par-
ticularly in the areas of batteries, hybrid power, automation, 
autonomy, advanced manufacturing and opportunity to further 
strengthen the industrial base for rotary-wing platforms.”

Meanwhile, the Air Force plans to use other transaction 
authority agreements for prototypes to enable rapid contract-
ing processes.

“We will continue to use that vehicle … as well as that ini-
tial capabilities offering, which will allow companies of all sizes 
to go and leverage OTAs,” Diller said. The service will also host 
non-competitive “air races” that could lead to contract awards.

About 50 companies participated in the virtual Agility 
Prime Launch Week event, demonstrating corporate interest in 
the initiative. 

Innovators are already working on the technology.
During the virtual conference, Sabrewing Aircraft Co. 

unveiled its Rhaegal system prototype, an unmanned, elec-
tric vertical take-off and landing platform that has received 
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n In the classic aerospace film 
The Right Stuff, astronaut Virgil 
“Gus” Grissom highlighted the critical-
ity of robust funding for new spacecraft 
when he told NASA engineers: 
“No bucks, no Buck Rogers.”

Col. Scott McKeever, 
global mobility lead for 
the Air Force Warfighter 
Integration Capability 
office, put it another way: 
“Money makes things hap-
pen,” he said during the Agility Prime 
program Launch Week event in April. 
“It’s what is the fuel behind aviation.”

The service’s Agility Prime initiative 
aims to boost a new industry for electric 
vertical take-off and landing aircraft, 
which some officials and other observers 
refer to as flying cars. The military hopes 

to acquire the platforms for its missions 
and facilitate the civilian adoption of the 
technology to move people and goods 
around cities and other areas. The con-
cept is also known as urban air mobility 
or advanced air mobility.

However, the Air Force isn’t planning 
to bankroll the national effort to create a 

new mode of transpor-
tation. The commercial 

sector and civilian agen-
cies will have to shoul-

der much of the burden, 
experts say.

The Air Force is only 
spending about $25 mil-
lion on Agility Prime this 

fiscal year, according to Assis-
tant Secretary for Acquisition, 

Technology and Logistics Will 
Roper. And the department won’t be 
spending significant amounts of money 

on research and development, he noted.
“We will certainly have this in our ’22 

budget,” he told reporters. “We’ll have 
to either work with Congress on ’21 or 
work internal sources, but … that money 
is going towards testing, certification and 
ultimately a bill of sale.”

Some firms in the private sector, such 
as Uber, are gung-ho on the technology. 
But making the dream of cities full of 

standards for the
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flying cars a reality will require an entire 
ecosystem of innovators, suppliers and 
infrastructure.

“We in the commercial world are real-
ly moving quickly and that’s especially 
true in the Silicon Valley,” said Mark 
Moore, Uber’s engineering director of 
aviation and leader of the Uber Elevate 
initiative. “But honestly, this is bigger 
than any one company. This is tens of 
billions of dollars of investment that’s 
required.”

The Air Force hopes that the Agility 
Prime program will encourage venture 
capitalists and other investors to pump 
money into the fledgling industry.

“Companies have shared with us pri-
vately that they have seen the amount 
of internal investment they’ve been 
given by venture capitalists go up, and 
they expect that that will continue the 
further we go through the Agility Prime 
competition,” Roper said. “That’s exactly 
what we intended.”

However, some investors might be 
turned off by aspects of eVTOL devel-
opment, noted Kirsten Bartok Touw, 
founder and managing partner at AirFi-
nance and an expert in emerging mar-
kets.

“The tough part that this sector has 
had is that most traditional venture 
capitalists are not fans of things that are 
characteristics of our industry,” she said. 
“They don’t like hardware. … They don’t 
like capital intensive industries” because 
they have limited funds, which makes it 
more challenging to do follow-on invest-
ments. They also typically don’t have 
long time horizons, she noted.

Additionally, “strategic” investors such 
as large aerospace corporations have 
been hit hard by the COVID-19 pan-
demic, Touw said.

“These companies now … have 
become severely cash constrained,” she 
said. “They no longer have the capital to 
invest. … I’m fearful that this will be a 

difficulty going forward.”
There are also regulatory issues and 

other risks associated with autonomous 
vehicle technology that could deter some 
investors, experts say.

However, market forecasts indicate 
that the market for urban air mobil-
ity  — to include ground infrastructure, 
traffic management, manufacturing and 
operations — could generate nearly $300 
billion in revenue over the next 20 years, 
with more than $400 billion in econom-
ic impact. Additionally, the return on 
investment ratio could be as high as 5:1, 
according to Michael Dyment, founder 
and managing partner at NEXA Capital 
Partners.

“That’s a very, very solid ratio to 
attract private capital,” he said. “It does 
come back to the fact that urban air 
mobility is not so expensive to get off 
the ground, so to speak, that it’s unaf-
fordable. The private sector can carry 
this.” - JON HARPER

funding from a $3.5 million Air 
Force Small Business Innovative 
Research contract for testing the 
aircraft and its equipment.

The Rhaegal-B will have a pay-
load capacity of 5,400 pounds and 
be able to carry cargo to and from 
locations without using a runway; 
and a range of 1,000 nautical 
miles at altitudes of 22,000 feet at 
speeds of up to 200 knots. The air-
craft uses electric motors to turn 
fans within ducts that provide lift 
during takeoff and landing, but 
uses a main wing to provide lift 
during cruise flight, according to 
the company.

During the conference, Mark 
Moore, Uber’s engineering director 
of aviation and leader of the Uber 
Elevate initiative, presented a con-
cept video showing the ride-sharing company’s vision 
of a future where a customer orders a ride from an app 
on her smartphone, gets in an air mobility vehicle on 
a rooftop vertiport, takes off and soars over the city to 
her destination.

The company hopes to have a shared air transporta-
tion network up and running in 2023 — the same year 
that the Air Force hopes to be operating orbs.

Roper said a number of companies have reached out 
to the Air Force touting their technology. “We want to get 
them out on our ranges with our engineers, our safety and 
flight professionals and see if they can do flights that meet our 
mission needs.”

The Air Force had been planning to fly systems at the 
SXSW festival near Austin, but the event was scrapped 
because of the COVID-19 pandemic.

“We had clearance to fly … at one of our bases, and 
we were just going to get in the vehicles and fly around 
and just have a great day exposing the world to eVTOL 
vehicles and saying that the Jetsons is finally going to be 
real,” Roper said.

Based on market research, the Air Force believes mul-
tiple vendors will be able to provide solutions, he noted.

The service is aiming to host the first full-scale flight of 
several different orbs before the end of the year, and to have 
systems certified and operational by 2023. ND
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n On May 18, the Defense Department released a draft of its 
much-anticipated guidance implementing Section 3610 of the 
CARES Act, which authorizes the government to reimburse 
qualifying contractors for the costs of providing certain paid 
leave to employees as a result of the COVID-19 pandemic. 
Although a number of open questions remain pending the 
issuance of final guidance, contractors interested in pursuing 
recovery under the statute should start preparing now to sat-
isfy these emerging rules and requirements. 

Section 3610 permits federal agencies to reimburse contrac-
tors for the costs of providing paid leave to employees who 
cannot perform work on a government approved site or oth-
erwise perform remotely due to the pandemic. The Defense 
Department’s draft guidance implementing this statute 
includes an overarching guidance document, a reimbursement 
checklist and a set of checklist instructions. Taken together, 
they offer additional insight into who is eligible, what is the 
scope of coverage, and what substantiation will be required.

The guidance states that “affected contractors” may be eli-
gible for reimbursement. An “affected contractor” is any prime 
or subcontractor that provided paid leave to employees to 
maintain them in a “ready state” while such employees were 
prevented from performing “on a site that has been approved 
by the federal government” and could not work remotely. For 
purposes of the statute, the term “ready state” means the abil-
ity to “mobilize and resume performance in a timely manner,” 
and a government-approved facility may include both federal 
installations and the contractor’s own location or any other 
places of performance specified in the contract.

The guidance provides that affected contractors may 
receive reimbursement for costs of up to 40 hours of paid 
leave per week at “appropriate rates.” Contractors will bear 
the burden of establishing that any requested rates are appro-
priate, and the Defense Department may require extensive 
supporting documentation for claimed rates. 

Reimbursement claims may include appropriate overhead 
and general and administrative costs, but not profit or fees.

Additionally, the guidance requires contractors seeking Sec-
tion 3610 funding to disclose the amount of any loan that is 
forgiven under the Paycheck Protection Program or tax cred-
its received under the Families First Coronavirus Response 
Act, and to decrement any reimbursement request by these 
amounts.

What substantiation will be required? The guidance makes 
clear that the contractors must be prepared to submit signifi-
cant information to establish both entitlement and quantum. 
However, it contemplates that contracting officers would 
retain substantial discretion to determine what sorts of infor-
mation contractors must provide to substantiate reimburse-
ment claims. At a minimum, this information is likely to 
include: a narrative describing why the applicant is an affect-
ed contractor; the names, labor categories and skill levels of 
all employees for whom reimbursement is being sought; and 
detailed information justifying the rates and hours for which 

reimbursement is being sought. 
Notably, the guidance encourages contractors to pursue 

“early engagement” with contracting officers to streamline the 
application process.

Although the draft guidance is detailed in certain respects, 
it is general in others. As a result, certain key questions remain 
unresolved, pending the release of the final guidance.

For example, the draft guidance suggests that early engage-
ment may reduce inefficiency and administrative burdens, but 
also emphasizes that no determination in this early engage-
ment context is binding. The non-binding nature of these 
early engagement discussions raises questions about their 
practical utility. For instance, a contracting officer may not 
be willing to make a preliminary determination concerning 
whether a contractor is an “affected contractor” before the 
contractor goes through the trouble of compiling a detailed 
submission to substantiate rates, hours, credits, etc.

The guidance provides that prime contractors may request 
reimbursement for their subcontractors if they “provide the 
same supporting information for the subcontractor(s) ... as 
required from the prime contractor.” However, the depart-
ment has not addressed several key questions for managing 
subcontractor requests. Most notably, the guidance declares 
that the “the prime contractor is responsible for performing 
the same type of analysis that the contracting officer is per-
forming on the prime contractor’s request for Section 3610 

reimbursement,” but does not 
address how prime contractors 
can get comfortable with the 
reliability of a subcontractor’s 
accounting system and prac-
tices.  

It requires the contractor 
to identify any other Section 
3610 reimbursement requests 
that it has submitted. How-
ever, most government con-
tractors hold a mix of prime 

contracts and subcontracts. It is not clear whether contractors 
are required to identify any subcontracts they hold for which 
the prime contractor might request reimbursement.

Additionally, the guidance states that the “contracting offi-
cer has sole discretion to make decisions on a contractor’s 
affected status and the amount of any Section 3610 reim-
bursement.” What happens, then, if the contracting officer 
denies an otherwise well supported claim for reimbursement? 
The contracting officer’s action is presumably reviewable, but 
the guidance does not address a dispute resolution process.  

The defense contracting community will no doubt be keen-
ly interested in the final guidance from the Pentagon, and we 
may not have long to wait. ND

Peter Terenzio is an associate and Scott Freling and Michael Wagner 

are partners at Covington & Burling LLP.
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n Vittorio Ricci, chief technology officer of 
the Naval Undersea Warfare Center, has won 
the 2019 National Defense Industrial Asso-
ciation Vice Adm. Charles B. Martell-David 
Bushnell Award.

The award honors individuals who have made exceptional 
contributions in the field of anti-submarine warfare and/or 
undersea warfare technology, have sustained USW involvement 

and are widely recognized in the Defense 
Department community.

Ricci, a resident of Narragansett, Rhode 
Island, served as NUWC Division New-
port’s chief technology officer from 2015 
to 2019, shaping and implementing the 
division’s overall strategy on science and 
technology matters. 

Throughout his career, he has devel-
oped S&T roadmaps and strategic plan-
ning initiatives and led numerous forward-

looking technology development efforts that have significantly 
contributed to the Navy’s undersea warfare capabilities. 

Ricci will be honored at a future NDIA awards ceremony. ND

n Women In Defense’s Central Florida 
Chapter recently awarded eight scholarships. 
Awards ranged from $500 to $1,500 for 
high-performing women pursuing careers 
either in national security or a STEM-related 
field.

An award ceremony slated for April at the 
Orlando Science Center was postponed due 
to the COVID-19 crisis. An online presenta-

tion was held in May featuring 
University of Central Florida 
Women’s Basketball Coach 
Katie Abrahamson-Hender-
son as its guest speaker.

The organization estab-
lished its scholarship program 

to encourage women in Florida to pursue 
careers in national security to help protect 
and defend the United States. Women In 
Defense is an affiliate of the National De-
fense Industrial Association. ND

Women In Defense Florida Chapter Awards Scholarships 
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News

Magazine Nominated for Multiple Honors
n Several staff members from National Defense, the Na-
tional Defense Industrial Association’s monthly magazine, 
have been selected as finalists for awards recognizing 
excellence in journalism and design.

Editor in Chief Stew Magnuson’s story, “Defense Com-
munity Slow to Grasp Potential of Quantum-Based Tech,” 
was nominated for the Washington Chapter of the Society 
of Professional Journalists’ Dateline award in the best in-depth 
feature category. Creative Director Brian Taylor also received 
a design nomination from SPJ for a collection of cover designs 

that include the April, October and December 
2019 issues. 

During an online ceremony in June, it was an-
nounced that Taylor had won for best cover design.

Meanwhile, Managing Editor Jon Harper was 
nominated for an Aerospace Media Award in the 
category of best in-depth aviation submission for 
his story, “Owning the Skies: What to Expect from 

Sixth-Generation Aircraft.” 
Winners will be announced during an online presentation in 

July. ND

Ricci

Kate Aldinger
Major: Health Science and Biology
Accepted: University of Florida
Graduated: Timber Creek High School
 
Kiana Hemingway
Major: Computer Engineering
Accepted: University of Central Florida
Graduated: Winter Park High School
 
Idil Kilic
Major: Aerospace Engineering
Accepted: University of Central Florida
Graduated: Lake Mary High School
 
Sarah Napoli
Major: Human Factors Psychology
Accepted: Embry-Riddle 
Aeronautical University 
Graduated: Timber Creek High School
 

Emma Warrner
Major: Biomedical Engineering
Accepted: University of Miami
Graduated: Oviedo High School
 
Courtney Odea
Sophomore, North Carolina 
State University
Major: Biomedical Engineering
 
Monica Vogel
Freshman, Rochester Institute of 
Technology
Major: Computing Security
 
Cynthia Burke
Sophomore, University of Central Florida
Major: Computer Science

WID-CFL SCHOLARSHIP WINNERS 

Ricci Recognized for 
Contributions to 
Undersea Warfare



JULY

9 
Capitol Hill M&S Expo
Washington, DC 
TrainingSystems.org

14 
2020 Procurement 
Division Meeting
Arlington, VA
NDIA.org/ProcureJuly

AUGUST
11-13 
2020 Global Explosive 
Ordnance Disposal (EOD)  
Symposium & Exhibition
Virginia Beach, VA

17-19 
iFEST 2020 
Alexandria, VA
TrainingSystems.org

19-21 
Space Warfighting 
Industry Forum
Colorado Springs, CO
NDIA.org/SWIF

25-26 
DLA Land and Maritime 
Supplier Conference & 
Exhibition
Columbus, OH
NDIA.org/DLA20

SEPTEMBER

10 
Women In Defense  
National Conference 
McLean,VA
WomenInDefense.net/WIDCon-
ference20

28-October 1 
Joint Armaments, 
Robotics, & Munitions 
Conference & Exhibition 
Columbus, GA
NDIA.org/JARMCE

OCTOBER
13-15 
Fall 2020 Joint NDIA/AIA 
Industrial Security  
Conference
Orlando, FL
NDIA.org/ISCFall

19-22 
23rd Annual Systems and 
Mission Engineering 
Conference
Orlando, FL 
NDIA.org/SME

20-22 
Precision Strike Technology 
Symposium (PSTS-20)
Brought to you by IPW,  
Integrated Precision Warfare 
SECRET//NOFORN
Laurel, MD
NDIA.org/PSTS20 

NOVEMBER
3-5 
2020 Aircraft 
Survivability Symposium
Monterey, CA
NDIA.org/Aircraft20
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CALENDAR

FOR THE LATEST NDIA CALENDAR: 

NDIA.ORG/EVENTS

We look forward to 
bringing together 

leaders in government, 
industry, and academia 
again to solve the most 
challenging issues in nation-
al security. 

Please consult NDIA.
org/Coronavirus for event 
status updates as well as 
important industry informa-
tion on doing business with 
DoD given the COVID-19 
outbreak. We extend our 
most sincere thanks to you 
for your ongoing support 
of NDIA and our national 
security, and to all those on 
the front lines during this 
challenging time. 

 
Christine M. Klein
Senior Vice President, 
Meetings, Divisions 
& Partnerships

C A N C E L L E D

creo


http://www.TrainingSystems.org
http://www.NDIA.org/ProcureJuly
http://www.TrainingSystems.org
http://www.NDIA.org/SWIF
http://www.NDIA.org/DLA20
http://www.WomenInDefense.net/WIDCon-ference20
http://www.NDIA.org/JARMCE
http://www.NDIA.org/ISCFall
http://www.NDIA.org/SME
http://www.NDIA.org/PSTS20
http://www.NDIA.org/Aircraft20
http://www.NDIA.ORG/EVENTS
http://NDIA.org/Coronavirus
http://NDIA.org/Coronavirus
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N D I A  J O I N T 
ARMAMENTS,  
ROBOTICS, & MUNITIONS 
C O N F E R E N C E  &  E X H I B I T I O N
Save the Date
Join hundreds of key industry and government stakeholders from the Armaments, Robotics, and 

Munitions communities at this newly combined event where attendees will explore topics, products, 

and processes of common interest and importance. Whether you are interested in investigating the full 

spectrum of capabilities within armament and robotics systems, or want to discover the key to an agile 

and responsive munitions enterprise, attending this conference and exhibition will enable you to do 

so. Following an opening reception, you’ll have the chance to dive deep into what interests you during 

briefings, speeches, breakout sessions, exhibits, and even a live-fire demo. You won’t want to miss this 

hands-on opportunity to explore innovative technologies. 
 
September 28 – October 1, 2020  |  Columbus, GA  |  NDIA.org/JARMCE 

http://www.NDIA.org/JARMCE
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2020 GLOBAL EXPLOSIVE 
ORDNANCE DISPOSAL
SYMPOSIUM & EXHIBITION

REGISTER TODAY
Examine the rapid evolution of training and technology at 
the international explosive ordnance disposal (EOD), public 
safety bomb squad, and unexploded ordnance/demining 
community’s leading annual event, produced in partnership 
with the EOD Warrior Foundation. With the largest exhibit 
hall yet, attendees of this year’s event will explore advances 
in sensitive site exploitation, artificial intelligence, human 
mine action techniques, and more—all alongside EOD 
technicians, Pentagon program managers, and interagency 
speakers. Join us to further develop the use of EOD 
around the world.

August 11 – 13  |  Virginia Beach, VA
NDIA.org/GlobalEOD

AN ONLINE COMMUNITY FOR 
DEFENSE PROFESSIONALS

NDIA Connect is now live! Log in today and 
explore the many benefits of the platform. With 
it, you can promote progress and innovation 
throughout the defense industrial base in 
support of the warfighter by networking with 
colleagues, collaborating on projects, and 
staying connected. Now, it is easier than ever 
to keep the conversation going even after an 
event ends.  
 
Connect.NDIA.org

http://www.NDIA.org/GlobalEOD
http://Connect.NDIA.org
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NDIA.ORG/CORONAVIRUS

NDIA KEEPS YOU INFORMED ON 
THE LATEST INDUSTRIAL BASE 
NEWS RELATED TO COVID-19:

• IMPORTANT INFORMATION
• POLICY ACTIONS AND MEMOS
• RESOURCES AND DOCUMENTS
• EVENT UPDATES

http://www.NDIA.ORG/CORONAVIRUS


JULY 2020 Index of Advertisers
Interact with the companies whose products and services are advertised in National Defense.
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NDIA MEMBERSHIP: The National Defense Industrial Association (NDIA) is the premier association representing 
all facets of the defense and technology industrial base and serving all military services. For more information please 

call our membership department at 703-522-1820 or visit us on the web at NDIA.org/Membership.

ADVERTISING
For information on advertising in National Defense or one of NDIA’s electronic offerings, contact:

Sales Director
Kathleen Kenney
(703) 247-2576
KKenney@NDIA.org
Fax: (703) 522-4602

NDIA’S BUSINESS AND 

TECHNOLOGY MAGAZINE

NationalDefenseMagazine.org

Sales Manager
Alex Mitchell
(703) 247-2568
AMitchell@NDIA.org
Fax: (703) 522-4602    

Senior Vice President
Meetings & Business Partnerships
Christine M. Klein
(703) 247-2593
CKlein@NDIA.org

Space Force
■ The Space Force was established with much fanfare late last 
year. With more than half a year of experience under its belt, 
what are some of its big upcoming programs and what organi-
zationally still needs to be fleshed out?

Space R&D
■ The Defense Advanced Research Projects Agency is pursu-
ing cutting edge space capabilities for the U.S. military.  
National Defense takes a look at some of the key programs.

Launch
■ The Air Force will soon award contracts for the National 
Security Space Launch program. However, the service only 
plans on picking two companies for the effort. 

Coronavirus Update
■ COVID-19 has changed the way the defense industry oper-
ates. As the pandemic continues, companies are looking for 
new ways to push forward with operations while maintaining 
the safety of their workers.  

Army Biodefense
■ Army medical researchers are working on a number of vac-
cines and therapeutics to combat COVID-19. What does the 
future hold for the current crisis and future bio preparedness?

Biotech
■ Advances in synthetic biology and biotechnology are bol-
stering the Pentagon’s exploratory research into creating non-
traditional future capabilities. The Defense Department wants 
to harness nature’s processes to support warfighters.

Next Month

creo
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Prepare for CMMC with 
BlueVoyant Cybersecurity 
The DOD will soon implement a new assessment 
process for all Contractors and Subcontractors to 
ensure Controlled Unclassified Information is adequately 
protected. Are you ready? 

We can help you with Cybersecurity Maturity Model Certification. 
Learn more at www.bluevoyant.com/cmmc
For sales: contact@bluevoyant.com | 646-586-9914

http://www.bluevoyant.com/cmmc
mailto:contact@bluevoyant.com
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